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Abstract
Stream cipher system plays an important role in many practical encryption systems.
Moreover it can be an ideal source in random number generation. Shift registers are

the backbone of such systems. This paper presents a method for attacking and recovering
the basic key for the general stream cipher systems. Different criteria should be studied
carefully when a key stream generated via these systems.

Depending on the type of feedback connection of different stages, the output stream may
be classified as linear and nonlinear. Different parameters specify complexity degree of
the output of these systems. Proposed system achieved to recover the initial cipher key
via two modules. The First module focuses on simulating some general stream cipher
systems including shift registers with different lengths, while the second recovers the
basic or the initial key which is generated from the first module. Recovering key
attached by normalizing polynomial equations to set of linear equations. Nonlinearity
output normalized to linear equation before recovering the key. The proposed technique
overcomes the complexity parameter of linear and nonlinear stream sequence compared
with other techniques in this field. C++ version 4.5 where used in implementing the
proposed system.
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1. Introduction

LFSR provides a simple way to obtain sequences
of vary high periods together with not vulnerable
statistics properties. A set of many LFSR’s as
shown in (figure 1) is combined such that the
output sequence in t; seconds of LFSR from 0 to
m_1[Y]is

zn) =s;(n) @ s,(n) @ .. ® ‘m_1(n)..(1) where

So(n), S;(m) ... Sy_i(n) represent the outputs of
LFSR 0 to M-1.
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Figure 1: connected LFSRs by a function (F)

On the other hand, a stream cipher takes key K
and initialization vector (IV) or V to produce the
initial state as key stream generator produces a
long output sequence from the internal state [1].
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Figure 2:Two Phase key generator
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Y.Representation of linear feedback shift
register:

Feedback function in linear shift register can
be written in the form f(sy, 5y 5,-4) =
CoSq + €454 + -+ ¢, _45,,_ywhere each c; is 0
or 1 and all addition is over GF(2).The
constants ¢y, €4,.... €,y  represent feedback
coefficients. Linear feedback shift register can be

represented by matrix structure as shown in the
following form [3]:

ﬂ]] B2 e a;.\ X1 £l
I I ¢+ aln K2 C1
a31 A3 ... A3g KB |= |3

'\\‘_aa] Aal ... a_ﬂf/J Xa Ca

Figure ¥ :mathematical representation of LFSR

2.1 Generating Function with initial state:

In order to clarify representation of feedback
function with initial state, consider initial
conditions ay =1, a; = a; = a3 = 0 and taps ¢; = ¢4
=1, c, = ¢c3 = 0 so the feedback function is:

gSg + 35+ -+, 18,4

Generalizing Fibonacci recurrence an = an | +
an 4 for n ~ 4[2], with binary stream ciphers are
often constructed using linear feedback shift
registers (LFSRs) since they can be easily
implemented in hardware and can be readily
analyzed mathematically. , however using LFSRs
on their own is insufficient to provide good
security. Therefore various schemes have been
proposed to increase the security of LFSRs [3].

3.Proposed Technique
Proposed system aims to recover the initial
key for key stream via the following two modules.

3.1-Simulation Module

(Figure 4) depict first module which represents
how to simulate shift register structure, including
its stages connection and its output via
normalizing polynomial equations to first
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order equations, simplifying with following
steps:

I. Identify LFSR length or number of
shift register stages.
II. State linear feedback equation.
III.  Specify output and number of rounds.
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Figure 4:Simulation Mmodulel

3.2 Key Recovering Module

The second module recovers initial state key
achieving the output of the previous module as
follows:

I. Simulate the output of simulation module

equivalent to shift register length. This
simulation will be achieved via square
matrix such that its dimension equivalents
to shift register length.
Normalize and solve system of
polynomial equations in step I by
evaluating matrix inverse or Gauss
elimination method for several
equations.

IL
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¥, FTesting Examples

The proposed technique tested through several
examples. This paper will offer samples of them,
as follows:
3.3.1 Example I

One of them if the LFSR of length five

and feedback connection between stages two
and five and the output from first stage: Then
the output of five rounds are: (1 1 10 1). Then
the Initial key is (101 0 1).

Table 1: Successive states of the LFSR With
feedback coefficients (cy, ¢, ¢3, ¢4, ¢5) is (0, 1,0, 0, 1,
0) and the Initial key is (1010 1).
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3.3.2 Example 11

Amba el

FigureS: LFSR with feedback
coefficient(cy,¢,¢3,¢4,¢5)=(0,1,0,1,0) and binary initial
state (1,0,1,1,1).

(Figure 5). presents LFSR with five stages: the
proposed systems simulate the output feedback as:

St+L=Ci+1St+2+ CMSM Mod2% t = 1... (3)
Where L represents shift register length which
equal to five and t represent time pulse.

Table (1). offer successive states of the LFSR with
previous features, while (figure 6). presents matrix
representation of polynomial equations.

P UFBUE 0D 0= 1
0 XoF 0 06 Xs=1
X658 0 06 XD 0=1
0E 360 Xath 0B Xs=0
Haip Mot 0 Xae 0=1

Figure 6: Matrix representation of equations
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One of the subroutines to Normalizing and solving
sets of equations shown in (figure 6). can be done
via the following subroutine:

Y columns j
begin fromrow i
If 3pivot € column j
Vrows do
If |[row k | > [rowmax(k + 1)|do
If A(maxi,j# i,))do
Swap rows i and maxi
Divide each entry € row i by A[i, ]
YV rows

Subtract row 1 from row i+1

End

Final matrix form obtained by the previous
subroutine shown in (figure 7).

(3, 1 0 0 ----- 00
a 0 1 0 ----- 00
A=|a; 1 0 1----- 00
m1- - - - - -- 1
- I |

- —_

Figure 7: Matrix normalization form

3.3.3 Example I11
(Figure 9) presents LFSR with length 7 and initial
state (101010 1).

1 0 1

w‘-’: W{

Figure 8: LFSR with length 7
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1+x+x’
S, Xt= (4
thﬂ t 1+x+x% +x% +x7 @
Since
14+ x4+ 23+ 2% +27=00 + v+ 2711 + 2% + xF)
ThenYsq St X =
1+x+x” 1

(1+x+x7 )1 +23 +x3) 1+x? 45

This implies that (5, ) is also generated by LFSR
with feedback polynomial Py(x) = 1 4 x° 4 x°
as shown in (figure 9).

Figure 9: LFSR with length 3 generate the same
sequence as LFSR with feedback polynomial of
LFSR with length [7].

After that we will solve linear equations of the last
polynomial equation as follows:

‘\
/—
0 @ 0 @ C3X3 @ 0 @Csz =0
0 @ CoXo @ 0 @ CaXa @ 0 =0
clxl@ 0 @ C3X3 @ 0 @ 0 =0

0 @ CrXo @ C3X3 e 0 @Csz =0
@ CaXag @ 0 =1 )
Figure 10:Polynomial equations of LFSR in figure9.

Table 2: Some of successive states of the LFSR With
feedback coefficients (cy, ¢, c3, ¢4, ¢s5) is (1, 0,1, 0, 1)
and the Initial key is (1010 1).
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Where maximum period of this LFSR with above
features will be: P = 2° =2"-1=31

The initial state will be as follows:

X1: 1, X2: O, X3:1, X4: 0, X5 = 1

4. Results and Discussion

Since LFSR can operate on any finite field,
Galois field with 2" elements [GF (2Y)] is
appropriate field for representing LFSR items in
this technique. The elements of this field and the
coefficients of recurrence relation occupy exactly
LFSR items.
GF (2% can be represented as modulo 2
coefficients of all polynomials with degree less
than L.
The LFSR is mathematically equivalent to w
parallel bit wide shift registers over GF (2).
Testing the acquired results achieved via running
the simulated system with any specific key stream
period (pulses) and with defined shift register
length(number of stages).Taking in account any
feedback stages connection. Adapting the
proposed method with any linear complexity and
with any above shift register features will give the
initial state (key) or the basic key stream of the
first pulse.
This technique was being applied on natural
number space via deterministic modification with
carry (mod 2).
This is new technique not adapted from another
technique; it is originality achieved using
recovering mathematical automaton for recovering
encryption or cipher key. Summarizing
advantages of the proposed technique as follows:

1. The capability for recovering cipher key
without restrictions (i.e. limitations of
shift register length or type of feedback
connection).
Different parameters specify complexity
degree of the output for different
symmetric cipher systems. This technique
has the capability to recovering this cipher
key for these systems (linear or nonlinear)
with less complexity.
Moreover this technique can involves
specific ~ mathematical concepts to
compress the processed growth data and
space overflow such as reverse polish
notation.
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4. Capability of recovering initial state
(internal state) with any length as shown
in table (2).
Table (3). presents comparison parameters
between previous approaches and the proposed
technique [9]. It is clear that processing speed of
the proposed technique is very fast and
complexity measure equal to (2%) where L
represent shift register length. It is clear that this
processing speed will be increased with the
increasing of shift register length. Moreover it did
not depend on shift register initial state contents.

Table 3: Stream cipher systems comparison

ATTACK
Stream
. Creation Atta‘ck .
cipher Internal technique complexity
Date
State
Ke
RC4 1987 | 2064 Y 2%
Derivation
3991
As/1 1989 | 64 KPA 2
WAKE 1993 8192 CPA&CCA | Vulnerable
Rabbit 2003 S12 N/A N/A
Trivium | 2004 288 | Brute Force 21
Proposed . L
2010 any | Mathematical 2
System

5. Conclusions and Suggestions

Proposed method presents a technique for
recovering initial key generated by cipher
stream key systems with low complexity
comparing with previous approaches. The
proposed system tested via different cipher
systems using Turbo C++ version 4.5. Some
suggestions in the future can be present to
overcome complexity degree and storage cost
such as adapting representation technique of
operations (AW, —,@) and operands for
instance reverse polish notation.
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