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Abstract

Edge networks are decentralized networks that allocate computing resources at
the network's periphery. It reduces the need for data centres and cloud computing by
bringing processing power and data storage closer to devices. This architecture
improves reaction times and performance, especially for latency-sensitive and data-
intensive applications. Edge networks, like any technology, have drawbacks;
security is one of these. Protecting the data traveling over IoT Edge-Cloud nodes is
critical. Authenticated Encryption (AE) algorithms are the best solution to provide
data secrecy, integrity, and authenticity for data over these multi-node networks.
This study seeks to secure the connection among IoT devices, edge servers, and
cloud data centres, for [oT/Edge network proposed, lightweight chach20-photon AE
is recommended, where the recommendation for the Edge/cloud network is the
proposed Blowfish-Sha512 AE. From experimental results and comparisons,
ChaCha20-Photon provides (50 Mbps) throughput, (15 Mbps) MAC generation, (2
ms) latency, (100 pJ) energy consumption, and high security, as compared with
strong ChaCha20-Poly1305, which is commonly used in high-performance and
strong security protocols such as Transport Layer Security (TLS)., Secure Shell
(SSH), and secure messaging apps. Blowfish-SHA-512 provides (20mbps)
throughput, (19mbps) MAC Generation, (5 ms) latency, (200 pJ) energy
consumption, and high security in comparison with strong Advanced Encryption
Standard- Galois/Counter Mode (AES-GCM), which is extensively used in various
security protocols, including Transport Layer Security (TLS), Internet Protocol
Security (IPsec), and virtual private networks (VPNs).

Keywords: AE, IoT/Edge, chach20-photon, blowfish-sha512, lightweight
authenticated.
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1. Introduction

Decentralized edge computing provides processing and data storage near data sources.
This technique eliminates delay, speeds up data processing, optimizes network bandwidth,
and ensures data privacy and compliance. It contrasts with typical cloud computing, which
relies on a central data center for processing and storage, which might delay and compromise
data privacy. Edge computing, a step up from Content Delivery Networks (CDNs), offers
powerful and independent processing at the network edge. Figure 1 shows Edge computing
architecture [1].
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Figure 1: Workflow Model of Cloud and Edge Computing Paradigm [1].

Edge computing facilitates quicker reaction times and decreases bandwidth consumption by
processing data directly on edge devices or local edge servers. The purpose of this layer is to
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serve as an intermediary, processing preliminary data on information received from edge
devices before its transmission to the cloud. The objective is to maximize network efficiency,
minimize cloud storage requirements, and improve overall system performance [2] [3]. Figure
2 in [3] shows security vulnerabilities caused by design or implementation flaws and
misconfigurations [4] [5] [6]. Distributed Denial of Service (DDoS) attacks use many
hijacked computers to flood a target system or network with internet traffic, making it
unusable. DDoS assaults limit network or system access. Due to high query volume, the
resource's server blocks valid devices. Edge servers are more vulnerable to DDoS attacks than
cloud servers due to their low-security computing, diverse firmware, and most nodes without
mutual authentication [7]. Sniffing or spying involves intercepting a network packet. This
assault injects Malware or services. The attacker fools the EC into thinking the new service is
the system. Jamming Bad actors block Edge network communication with fake signals. A
spoofing node impersonates an Edge network device with a false MAC address or RFID tag.
After entering the system, DDoS and MITM attacks are easier [8] [9]. MITM attacks intercept
communications and exchange keys with specific devices. To monitor, eavesdrop, or modify
Edge Device communications, the attacker hijacks a valid network channel and broadcasts
jamming signals. Malicious nodes disrupt Sybil routing, sinkhole, selective forwarding, and
wormhole attacks, which can initiate DDoS attacks [10] [11]. Sybil attacks allow the attacker
node to compromise the routing system and access private node data or fracture the network
with multiple bogus identities. Sinkhole attacks employ routing metrics to funnel traffic to the
hijacked node, making it look real. Phishing impersonates trusted sources to steal user data.

Typo squatting and cybersquatting, which use domain names for fraud, are easier [12] [13]
[14].
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Figure 2: Security and Prlvacy Attacks in Edge Computing [3]

Authenticated Encryption (AE) protects data confidentiality and integrity. It encrypts data
to prevent unauthorized disclosure and detects unauthorized changes. AE uses a cryptographic
algorithm to encrypt plaintext; after this alteration, the original text should be unreadable
without the decryption key [15] [16]. AE checks data integrity as well as encryption. This
means that any ciphertext tampering, whether deliberate or not, may be discovered with great
certainty. Integrating encryption and authentication into one action or structure simplifies
implementation. This method maintains secrecy and integrity. Encryption and authentication
are often more effective when combined [17] [18]. Encrypt-then-MAC is a typical AE
method. This entails encrypting the data with a symmetric technique like AES, generating a
Message Authentication Code (MAC) over the ciphertext and any additional parameters like a
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nonce or data. AEAD systems add authenticated data (AAD) to authentication, improving
authenticated encryption. Extra information and ciphertext are authenticated but not
encrypted. Authenticated block and stream cyphers like AES-GCM, AES-CCM, and
ChaCha20-Poly1305 work differently. These options balance performance, security, and
implementation. Nonces or IVs must be controlled to prevent replay attacks and assure
encryption uniqueness. For privacy and integrity, AE requires secure cryptographic key
distribution and administration. Choose encryption and authentication techniques based on
security, performance, and attack resistance [19] [20] [21].

Recent years have seen improved authenticated encryption. Scientists have developed
algorithms that improve security, efficiency, and applicability across platforms and use cases.
References demonstrate theoretical and practical achievements in AE: efficient, low overhead,
fast, and secure AE is offset codebook (OCB) mode [22]. Norx, a parallelizable and scalable
AE method introduced in [23], provides a great performance and security in many
applications. AES-GCM-SIV [24] is a modified version of AES-GCM that improves nonce
reuse security, making it strong in real-world applications. The ChaCha20-Poly1305
cryptographic algorithm [25] combines the stream cipher and Poly1305 MAC for high
performance and security. This combination works well for software implementations. The
ASCON [26] series is based on sponge duplex construction, providing both hashing and AE
with associated data functionality for systems. The NIST Lightweight Cryptography
Standardization process chose Ascon as the main choice due to its lightweight and efficient
architecture, which is suitable for constrained settings. In [27], post-quantum cryptography is
presented to defy quantum attacks.

This paper will focus on securing the overall channel of loT-Edge-Cloud Network, which
consists of two segments with a special view that differs from previous related works by
proposing two Authenticated encryption algorithms AE based on standard encryption and
hashing algorithms. The following section of this paper will present previous related works, a
proposal for a secure system for loT-Edge-Cloud Network, Discussion, experimental results,
and conclusions are conducted from implementing the proposal.

2. Related Works

The following are a consolidated summary of the six related works: In [28], this work
tackles the dual challenges of increasing processing loads (with strict delay requirements) and
limited battery capacity in IoT devices. The authors propose an integrated framework
combining energy harvesting (providing a green, continuous energy source) with advanced
edge computing. Using a Markov Decision Process combined with deep learning, the
framework dynamically manages task offloading between IoT devices and edge servers in
both offline and online scenarios. They further explore a blockchain-based model where edge
and cloud platforms collaborate to mitigate high latency and limited processing power while
ensuring data integrity and privacy. To address the complex offloading problem, a double Q-
learning method enhanced with Transfer Learning accelerates convergence. A novel deep
Post-Decision State (PDS)-learning algorithm—combining classical DQN with PDS
techniques—adapts the system to reduce energy consumption and delay. Simulation results
show modest improvements (around 3.9% to 6.1%) in key performance metrics such as delay,
job failure rate, cost, computational overhead, and energy consumption.
In [29] the focus is on leveraging the unique strengths of IoT, edge, and cloud devices by
distributing computational and data processing tasks across the continuum. While traditional
machine learning operations are centralized in the cloud—Ileading to issues like high latency
and privacy risks, the paper discusses distributed learning approaches that embed ML
operations into edge and even IoT layers. Transfer learning is highlighted as a technique to

2398



Hasoun et al. Iraqi Journal of Science, 2026, Vol. 67, No. 4, pp: 2395- 2413

shift knowledge from more powerful devices to resource-constrained ones. The authors
review 145 sources to analyze methods, their security/robustness aspects, and potential attack
vectors, offering suggestions for mitigation.

In [30], this study introduces a provably secure mutual authentication protocol with
forward secrecy that eliminates the need for an online cloud admin during session key
establishment. Relying on zero-knowledge proofs and randomization, the MAPFS protocol
ensures anonymity and security based on well-established discrete logarithm and Diffie—
Hellman assumptions within elliptic curve groups. Performance evaluations, including tests
on a Raspberry Pi 4—demonstrate that MAPFS maintains low communication overhead,
minimal storage requirements, and acceptable computational complexity compared to other
certificate-less protocols.

In [31], given the critical role of IoT devices in automating sensitive tasks, this work
presents an authentication scheme designed to securely integrate users, loT nodes, edge
nodes, and cloud infrastructure. Additionally, it proposes a reliable cloud storage and retrieval
mechanism based on Erasure Coding to safeguard IoT-generated data. The protocols were
validated using the AVISPA simulator and were shown to be robust against a wide range of
attacks, providing features like mutual authentication, confidentiality, scalability, and secure
communication.

In [32], Addressing the inefficiencies of sending all sensor data to the cloud for anomaly
detection (especially when anomalies occur infrequently), this article proposes a method that
performs initial data processing at the edge. The edge node applies the marching squares
algorithm to generate isopleths that delineate potential anomalies and filters data so that only
anomaly-relevant information is transmitted to the cloud. In the cloud, the Kriging spatial
interpolation algorithm refines the detection by pinpointing candidate boundary nodes.
Mobile sensing nodes then gather further data for boundary refinement. Experiments (using
an air quality hazardous gas dataset) show improvements in both boundary accuracy and
energy consumption over state-of-the-art methods.

In [33], in healthcare contexts where [oT devices generate large volumes of data for
critical tasks (e.g., patient monitoring, robotic surgeries), transferring all data to the main
cloud can lead to network congestion and latency. While edge-Al presents a solution, current
methods either reduce model complexity at the cost of accuracy or face long training times on
the cloud. The paper proposes a collaborative, hierarchically merged approach where trained
layers from edge models are synthesized to form a main cloud model. This method
significantly reduces training times while maintaining high detection accuracy and addresses
the security concerns arising from the expanded attack surface in multi-layer loT-Edge—Main
Cloud environments.

3. Proposal secure system for loT-Edge-Cloud Network

Security challenges have grown rapidly as IoT, mobile, and heterogeneous network points
proliferate. Edge security protects users and sensitive data at a company's extreme network
edge (cloud servers). Protecting consumers and other sensitive data is harder than ever. Figure
3 shows the proposed segmented architecture (which presents three layers: IoT networks,
edge servers, and cloud servers) to secure the IoT-Edge-Cloud Network channel using the
proposed Encrypt-Then-Mac AE algorithms; Figure 4 shows the encryption-then-Mac
technique.
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Figure 4: Encrypt then MAC technique

The proposal trend to secure the communication channel with it is two segments as
presented in Figure 3 and seen Figure 5.
1. Initially, data from IoT networks is transmitted to the servers at the edge. It is crucial to
ensure the security of this segment by employing a Lightweight AE technique. Efficient
algorithms are essential for situations with limited resources and for Internet of Things (IoT)
devices. The objective is to develop lightweight AE algorithms, ensuring robust secrecy and
integrity, while also being efficient in processing power, memory utilization, and energy
consumption.
2. Secondly, the segment from edge servers to cloud servers must be protected using an AE
technique to ensure security. Being a lightweight algorithm is unnecessary as it does not
operate in resource-constrained contexts. The objective is to develop standardized AE
algorithms that offer robust confidentiality and integrity assurances while also being efficient
in data center environments.
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3.1 Proposal secure channel for IoT/Edge Network

The proposal uses the Encrypt-then-MAC technique to create a lightweight AE ChaCha20-
PHOTON algorithm using ChaCha20 [34] for encryption and PHOTON [35] for
authentication. Algorithm (1) describes the work of the proposed AE ChaCha20-PHOTON
algorithm.

Algorithm (1): AE ChaCha20-PHOTON algorithm

Input: Data of IoT Devices
Output: AE Data from IoT Devices to Edge servers

1. Key and Nonce generation
. Generate a 256-bit key for ChaCha20.
Generate a 96-bit nonce for ChaCha20.
. ChaCha20 Encryption, algorithm (1.1)
Initialize the ChaCha20 cipher with the key and nonce.
Encrypt the plaintext using ChaCha20, producing the ciphertext.
. Authentication with PHOTON, algorithm (1.2)
Initialize the PHOTON hash function.
If there is any associated data (AAD), process it with PHOTON.
Process the ciphertext with PHOTON to generate the authentication tag.
Combine the Results
Concatenate the nonce, ciphertext, and the PHOTON-generated MAC tag.
Decryption and Verification:
PHOTON is used to verify the integrity and authenticity of the ciphertext and

CL e RN LN e

AAD.

. If the tag verification succeeds, ChaCha20 decrypts the ciphertext to retrieve
the plaintext.

Algorithm (1.1) introduces detailed steps of the modern stream cipher ChaCha20, which aims
for strong security, fast performance, and easy implementation. The procedure comprises
operating on a 512-bit key, nonce, counter, and constant state. XOR combines the plaintext
with the random key stream to create the ciphertext.
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Algorithm (1.1): ChaCha20 algorithm

Input: Data of IoT Devices
Output: Encrypted Data from IoT Devices

Key Components of ChaCha20

1. Key: 256 bits (32 bytes)

2. Nonce: 96 bits (12 bytes)

3. Block Counter: 32 bits (4 bytes)

4. Constants: Four fixed 32-bit words (128 bits total)

State Matrix

The state matrix in ChaCha20 is a 4x4 matrix of 32-bit words (16 words total). The
initialization of the state matrix combines the key, nonce, counter, and constants as
follows:

State = [constant0, constantl, constant2, constant3, keyO0, keyl, key2, key3,
key4, key5, key6, key7, counter, nonce0, noncel, nonce2]

. Constants: "expand 32-bit k" represented as four 32-bit words.

. Key: The 256-bit key divided into eight 32-bit words.

. Counter: A 32-bit block counter starting from 0.

. Nonce: The 96-bit nonce divided into three 32-bit words.

ChaCha20 Block Function

The block function cycles the state matrix 20 times (10 double-rounds). The rounds
include:

1. Quarter-Round Function: Operates on four 32-bit words and mixes them
using addition, XOR, and bitwise rotation.

2. Column Round: Applies the quarter-round function to each column of the
state matrix.

3. Diagonal Round: Applying the quarter-round function on state matrix
diagonals.

Quarter-Round Function

Quarter-round operates on four 32-bit words (a, b, c, d):

at=b;d"=a;d<<<=16;

ct+=d; b"=c; b<<<=12;

at=b;d" =a;d <<<=8;

ct=d;b"=c;b<<<=7,

Where += denotes addition modulo 23227{32}232, = denotes bitwise XOR, and
<<<= denotes left rotation.

Algorithm (1.2) introduces the details steps of the PHOTON hash, which uses a modified
Substitution-Permutation Network (SPN) design, a popular block cipher structure, and
dispersion and confusion, which the photon style provides. PHOTON's state matrix, S-boxes,
ShiftRows, MixColumns, and round constants are its main design aspects.
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Algorithm (1.2) PHOTON-256/32/32

Input: Encrypted Data from IoT Devices
Output: Authenticated Encrypted Data from IoT Devices

Parameters
. State Size: 256 bits (4x4 matrix of 4-bit cells)
. S-Box: A 4-bit nonlinear substitution box

. Number of Rounds: 12
Algorithm Steps
l. Initialization: Initialize the state matrix to zero or a predefined value.
Absorbing Phase:
Divide the input message into 256-bit blocks.
For each block, XOR it with the current state.
Apply the permutation function to the state.
Permutation Function (repeated for each round):

SubCells: Apply the S-box to each cell of the state.

ShiftRows: Shift the rows of the state matrix.

MixColumns: Apply a linear transformation to mix the columns.
Squeezing Phase: Extract the hash output from the state matrix.

2
o)
o)
o)
3
o AddConstant: Add round constants to the state.
@]
o)
@]
4
3

.2 Proposal secure channel for Edge/Cloud Network
The proposal uses the Encrypt-then-MAC technique to create a proposed standardized AE
BLOWFISH-SHAS12 algorithm using Blowfish [36] for encryption and SHA-512 for
authentication [37]. Algorithm (2) describes the work of the proposed AE BLOWFISH-
SHAS512 algorithm.

Algorithm (2): AE blowfish-sha512 algorithm

Input: Data of Edge servers

Output: AE Data from Edge servers to cloud servers

l. Encryption with Blowfish, algorithm (2.1):

o Use Blowfish to encrypt the plaintext.

o To ensure security, utilize CBC (Cipher Block Chaining) with a unique
initialization vector (IV) for each message.

2. Generating the MAC with SHA-512, algorithm (2.2):

o After encrypting the plaintext with Blowfish, generate a Message
Authentication Code (MAC) using SHA-512.

o The MAC should be computed over the ciphertext and the IV to ensure
their integrity.

3. Combining Encryption and MAC:

o Transmit the IV, the ciphertext, and the MAC together.

. Encryption:

o A random IV is generated for each encryption.

o The plaintext is the pad to ensure it exceeds the block size.

o Blowfish in CBC mode is used to encrypt the plaintext.

. Authentication:

o SHA-512 is used to compute a MAC over the concatenation of the IV
and the ciphertext.

o The IV, ciphertext, and MAC are then returned together.

. Decryption and Verification:

o The MAC is recomputed and checked against the provided MAC.

o If the MACs match, the ciphertext is decrypted.

The padding is removed from the decrypted plaintext to return the original message.
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The Blowfish algorithm is centered on its Feistel network structure, which consists of 16
rounds of processing. A detailed breakdown of its architecture will be introduced as in
algorithm (2.1), which presents the detailed steps:

Algorithm (2.1) Blowfish algorithm

Input: Data of Edge servers
Output: Encrypted Data of Edge servers

Key Components

1. P-array:

o An array of 18 32-bit subkeys: PO, P1, ..., P17.

2. S-boxes:

o Four substitution boxes (S-boxes), each with 256 entries. These S-
boxes take 8-bit input and produce 32-bit output.

o Denoted as S1, S2, S3, and S4.

Key Expansion

The key expansion method creates the initial P-array and S-boxes from a maximum
448-bit key.

l. Initialize the P-array and S-boxes:

o Initialize the P-array and S-boxes using the fractional component of ©
(Pi).

2. Process the key:

o The key bits are cyclically XORed with the initial P-array values.

3. Encrypt:

o A fixed plaintext block (usually all zeros) is encrypted using the
current state of the P-array and S-boxes.

o The result of this encryption replaces the PO and P1 values.

o The encryption process is repeated, and the results replace the P2 and
P3 values, and so on.

o After updating the P-array, the same process is applied to the S-boxes.

Encryption Process

The Blowfish encryption process involves 16 rounds of Feistel transformations,
followed by an additional output transformation. Each round consists of a permutation
and a substitution step:

1. Initial Division:

o The 64-bit plaintext block is split into two 32-bit halves, L (left) and R
(right).

2. Rounds:

o For each round i (1 to 16):

. L is XORed with Pi.

. The result is processed through the F function, which involves
the S-boxes.

. The F function output is XORed with R.

. Swap L and R.

3. Post-Processing:

o To undo the last swap, swap L and R again after the 16th round.

o R is XORed with P17.

o L is XORed with P16.

4. Concatenation:

o The final L and R are concatenated to produce the 64-bit ciphertext.
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The F Function

The Blowfish algorithm relies on the F function for non-linear input data mixing. It
involves these steps:

1. Splitting:

o The 32-bit input is divided into four 8-bit segments: a, b, ¢, and d.

2. Substitution:

o Each 8-bit segment is used as an index to the corresponding S-box:

. S1[a]

. S2[b]

. S3[c]

. S4[d]

3. Combining:

o The outputs of the S-boxes are combined using modular addition and
XOR operations to produce a 32-bit result:

. F(X)=((S1[a]+S2[b])S3[c])+S4[d]

To generate the final hash, the SHA-512 algorithm blocks data and uses bitwise operations,
modular additions, and compression algorithms. Algorithm (2.2) presents the steps of this
algorithm.

Algorithm (2.2) SHAS512 algorithm

Input: Encrypted Data of Edge servers
Output: authenticated Encrypted Data of Edge servers

1. Preprocessing
1.1 Padding the Message:

. The original message is padded to reach 896 bits (mod 1024). This involves:

o Adding a single 'l' bit to the message.

o Adding enough '0' bits to make the length of the message 896 bits
modulo 1024.

o Appending the length of the original message as a 128-bit integer.

1.2 Parsing the Padded Message:
. The padded message is separated into 1024-bit blocks.
2. Initialization
Initial hash values in SHA-512 are eight 64-bit words. Fractional parts of the first
eight prime numbers' square roots give:
H0=0x6a09e¢667{3bcc908
H1=0xbb67ae8584caa73b
H2=0x3c6ef372fe94182b
H3=0xa54ff53a5f1d36f1
H4=0x510e527fade682d1
H5=0x9b05688c2b3e6c1f
H6=0x1183d9abtb41bd6b
H7=0x5be0cd19137e2179
. Processing Each 1024-bit Block
.1 Message Schedule:
Each 1024-bit block is divided into sixteen 64-bit words.
A message schedule array of 80 words is created. For i > 16:
Wil=c l(W[i2])+W[i—7]+c0(W[i—15])+W[i—16]
Where 60\sigma0c0 and c1\sigmalcl are defined as:
o0(x)=(x right rotate 1)@ (x right rotate 8)(x right shift 7)
ol(x)=(x right rotate 19)@(x right rotate 61)E(x right shift 6)

O O ® @& WWO O O O O O O O
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3.2 Compression Function:

(o]

HO, H1, H2, H3, H4, H5, H6, H7

21(x)=(x rightrotate 14)@(x rightrotate 18)&(x rightrotate 41)
Ch(x,y,z)=(xAy)D((—x)Az)

3.3 Update Hash Values:

o O 0O 0O 0 0O O O

4. Final Hash Value

the final 512-bit hash.

The block is processed using the following 80 rounds:
Initialize working variables a,b,c,d,e,f,g,h with the current hash values

For each round t (0 to 79):
T1=h+Z1(e)+Ch(e,f,g)+K[t]+W]t]
T2=%20(a)+Maj(a,b,c)
Update the working variables:
h=g, g=f ,f=e ,e=d+T1 ,d=c ,c=b ,b=a ,a=TI1+T2
Where:
20(x)=(x rightrotate 28)@(x rightrotate 34)E (x rightrotate 39)

Maj(x,y,z)=(xA\y)D (xAz)D(yAz)

After processing each block, the hash values are updated as follows:
HO=a+HO
H1=b+H]1
H2=c+H2
H3=d+H3
H4=e+H4
H5=f+H5
H6=g+H6
H7=h+H7

After processing all blocks, the final concatenated hash values HO to H7 form

4. Discussion and Experimental Results

The proposal was implemented according to the following specifications: EdgeCloudSim

with python ARM Cortex-M4 processor, with a clock speed of 80 MHz, 64 KB of RAM, and
C implementation software. The metrics used to evaluate the proposed AE are throughput,
latency, and energy consumption. Throughput is evaluated in Mbps, and latency is measured
in milliseconds for a given plaintext length, and the energy consumption is measured in
microjoules (uJ). Table (1) displays the experimental outcomes of the proposed ChaCha20-
PHOTON. Table (2) displays the empirical findings of the proposed Blowfish-SHAS512
algorithm.

Table 1: ChaCha20-PHOTON Evaluation

Metric ChaCha20-PHOTON
Encryption Throughput 50 Mbps
Decryption Throughput 50 Mbps

MAC Generation 15 Mbps
Total Latency (256B) 2 ms
Energy Consumption 100 pJ/operation

In Table (1) above, ChaCha20 demonstrates fast throughput as a result of its utilization of

simple arithmetic and bitwise operations. On the other hand, PHOTON is slightly slower due
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to the inclusion of cryptographic permutations, but it is specifically optimized for lightweight
usage. The high total throughput of ChaCha20-PHOTON makes it well-suited for real-time
applications. The ChaCha20 encryption has minimal latency thanks to its efficient block
cipher operations. Latency of the PHOTON MAC Although it incurs a small additional cost,
it stays efficient because of its well-designed structure. ChaCha20-PHOTON has a low Total
Latency, which makes it well-suited for low-latency applications such as IoT devices. The
energy consumption of ChaCha20 is low due to its efficient operations. A photon is an
elementary particle that represents the quantum of light and other forms of electromagnetic
radiation. Optimized for minimal energy usage, it is ideal for devices powered by batteries.
The ChaCha20-PHOTON algorithm has low total energy consumption, guaranteeing a long
battery life in contexts with limited weight.

Table 2: Blowfish-SHAS512Evaluation

Metric Blowfish-SHA-512
Encryption Throughput 20 Mbps
Decryption Throughput 20 Mbps

MAC Generation 19 Mbps
Total Latency (256B) 5 ms
Energy Consumption 200 pJ/operation

Table (2) demonstrates that Blowfish offers moderate throughput as a result of its
comparatively uncomplicated processes. SHA-512 is relatively slower compared to other
hashing algorithms because of its intricate hashing process, yet it is still highly effective.
Moderate throughput makes Blowfish-SHA-512 suitable for many lightweight applications.
The Blowfish encryption algorithm has little latency due to its efficient block cipher
operations. The MAC latency of SHA-512 incurs a substantial increase in processing time due
to its high computational complexity. The overall latency of Blowfish-SHA-512 is deemed
acceptable for lightweight applications; however, it is greater than that of certain other
options. Blowfish utilizes minimal energy as a result of its highly efficient processes. SHA-
512 requires a greater amount of energy because of its intricate nature. The total energy
consumption of Blowfish-SHA-512 is moderate, making it ideal for battery-operated devices.
However, it is not the lowest among lightweight choices.

When comparing the proposed AE Blowfish-SHA-512 with the AE AES-GCM, it is
necessary to assess different parameters like throughput, latency, energy usage, and security.
AES-GCM is a prevalent AEAD (Authenticated Encryption with Associated Data) strategy
that is both efficient and secure. On the other hand, Blowfish-SHA-512 combines the
Blowfish encryption algorithm with the SHA-512 hashing algorithm to provide authenticated
encryption. The experimental findings of comparing the proposed Blowfish-SHA512 and
AES-GCM are presented in Table (3).

Table 3: Evaluation Comparison between proposed Blowfish-SHAS512 and AES-GCM

Metrics Blowfish-SHA-512 AES-GCM
Encryption Throughput 20 Mbps 50-100 Mbps
Decryption Throughput 20 Mbps 50-100 Mbps

MAC Generation 19 Mbps Integrated (30-50 Mbps)
Total Latency (256B) 5 ms 3 ms
Energy Consumption 200 pJ/operation 150 pJ/operation
Security Moderate to High High
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The combined throughput of Blowfish for encryption and SHA-512 for MAC creation is

average. Blowfish is quite efficient; however, SHA-512 introduces substantial additional
processing time. AES-GCM offers efficient processing by optimizing both encryption and
authentication in a single operation, resulting in high throughput. It takes advantage of
hardware acceleration on numerous contemporary processors. The Blowfish-SHA-512
algorithm experiences increased latency as a result of the sequential encryption process,
which is then followed by the production of a Message Authentication Code (MAC) using
SHA-512. AES-GCM achieves low latency by performing encryption and authentication
concurrently. This enhances its speed and makes it more appropriate for real-time
applications. Blowfish-SHA-512 uses more energy because it has two encryption and hashing
processes. When hardware acceleration is used, AES-GCM uses less energy. Due to its
single-pass operation, the AES-GCM method requires fewer operations. Blowfish-SHA-512
provides strong security with SHA-512, but is vulnerable to modern cryptographic
techniques. Strong hash function security is provided by SHA-512. AES-GCM combines
AES encryption with Galois/Counter Mode (GCM) authentication for strong security. AES is
a secure encryption technique, and GCM adds integrity protection.
Comparing AE ChaCha20-Photon vs AE ChaCha20-Poly1305 entails assessing throughput,
latency, energy consumption, and security. ChaCha20-Poly1305 is a popular AEAD scheme
with high efficiency and security. ChaCha20 may be used for encryption and Photon for
hashing and authentication. In Table (4), experimental results compare the proposed
ChaCha20-Photon and ChaCha20-Poly1305.

Table 4: Evaluation Comparison between proposed ChaCha20-Photon and ChaCha20-
Poly1305.

Metric ChaCha20-Photon ChaCha20-Poly1305
Encryption Throughput 50 Mbps 100 Mbps
Decryption Throughput 50 Mbps 100 Mbps

MAC Generation 15 Mbps Integrated (40-60 Mbps)
Total Latency (256B) 2 ms 1 ms
Energy Consumption 100 pJ/operation 70 pJ/operation
Security High High

ChaCha20-Photon provides moderate throughput, and ChaCha20 is efficient, but the photon
hash function, while lightweight, might not match the performance of Poly1305. ChaCha20-
Poly1305: Provides high throughput. ChaCha20 is optimized for speed, and Poly1305 is a
highly efficient MAC function designed to work well with ChaCha20. ChaCha20-Photon has
slightly higher latency due to the separate stages of encryption and hashing. ChaCha20-
Poly1305 has low latency because encryption and authentication are done simultaneously in a
highly optimized manner.

ChaCha20-Photon uses moderate energy. Photon is efficient; however, ChaCha20-Poly1305
may be better. The efficient combination of ChaCha20 and Poly1305 reduces energy usage.
High security with ChaCha20-Photon; ChaCha20 is a secure stream cipher, while Photon is a
lightweight, secure hash function. The combination of ChaCha20 and Poly1305 is well-
studied and secure, utilized in many protocols and applications.
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Below is a summary table that compares the key aspects of the six works ([28]-[33]) based on
their problem focus, methods, security/privacy considerations, and evaluation results:

Reference

Focus / Challenges

Key Techniques &
Methods

Security / Privacy
Features

Evaluation / Results

Addresses [oT
applications with strict
delay constraints and

— Integration of energy
harvesting (EH)with
advanced edge
computing

— Dynamic task
offloading managed by
a Markov Decision
Process (MDP)

Uses a blockchain-based
offloading scenario to
help maintain data

Simulation shows
improvements of
approximately 4.5%
(delay), 5.7% (job failure

(28] limited battery life — Deep learning 1n‘Fegr1ty danq protect rate), 4.6% (cost), 6.1%
amid growing approaches: double Q- Ig (r)llxllzlf(})]ralliizlgt%ask (computational overhead),
processing loads. learning enhanced with . and 3.9% (energy

Transfer Learning processing. consumption).
(TL) and a novel deep
Post-Decision State
(PDS)-learning
algorithm
Focuses on — Distributed learning Reviews and discusses
distributing ML approaches that . .
operations throughout ||incorporate transfer various security and .
the ToT-Edge—Cloud |[learning privacy qttack \./f?ctoFs Provides a conceptual
continuum to — A comprehensive and p0.551b1.e mltlga‘qor} framework an.d

[29] oVercome issues ceview of 145 sources | [Strategies; its analysis is recommenfiatlons rather
(latency, privacy, — Discussion of gezred tov(sif?rd . thal; experlmental
inefficiencies) inherent||security, robustness, u1111 ﬁrstan g dprtl\{%cyt/ d cvaluation.
in centralized cloud  ||and privacy methods fe;n?:llges fn distribute
ML. within distributed ML &

— Proposes a Mutual

Authentication

Privacy-preserving
gefffgsgflgc?:?l?; Protocol with Forward ' Evalqated via formal
au then’tica tion within a Secrecy (MAPFS) Dehver§ prpvable mutgal security proofs and
three-tier loT—Edge— || Uses zero- autheptlcatlon, semantic performance tests (e.g.,on

[30] Cloud paradigm knowleglge proofs and |[[security for session keys, |ja Raspberry Pi4) o
without relying on an random}zeq forward secrecy, and assessing communication
online trusted cloud authentl.cat.lon requests |[user anonymity. overhead,. storage, anq
admin (CA) — Sef:urlty is foupded computation complexity.

’ on discrete logarithm
and decisional Diffie—
Hellman assumptions
— Proposes an
integrated Ensures mutual
Aims to securely authentication scheme authentication Security analysis (using
integrate users, loT — Introduces a reliable confidentiali ty’ AVISPA) demonstrates

31) nodes, edge nodes, and||cloud storage/retrieval scalability SGC;.II‘G resistance to a wide range
cloud resources while ([mechanism using ¢ ’ d of attacks and confirms
ensuring reliable cloud||erasure coding Storage, and a secure the inclusion of essential
data storage. — Uses the AVISPA communication channel security features.

simulator for protocol among all components.

validation
Addresses the — Collects sensory data|/The primary focus is on ||[Experiments on an air
challenge of anomaly ||at the edge and applies ||energy efficiency and quality hazardous gas

[32] detection in loT— the marching squares ||detection accuracy rather (|dataset show superior

Edge—Cloud networks

while reducing

algorithm to generate

isopleths

than on dedicated

security/privacy

boundary accuracy and
lower energy
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Reference||Focus / Challenges Key Techniques & Security / Privacy Evaluation / Results
Methods Features
unnecessary data — Employs a filtering ||methods. consumption compared to

transmission and
energy use.

mechanism at the edge
to transmit only
anomaly-relevant data
— Uses Kriging spatial
interpolation for
boundary refinement
with mobile sensing
nodes

state-of-the-art
techniques.

Deals with
collaborative Al for
healthcare applications
in [oT-Edge—Main
Cloud systems;

— Proposes a
collaborative,
hierarchically merged
training technique

— Synthesizes a main
cloud model from

While security
challenges (expanded
attack surface) are
acknowledged, the
primary focus is on

Demonstrates a
significant reduction in
main cloud model training
times while maintaining

331 addresses network trained edge model improving training high detection accuracy,
congestion, latency in ||layers efficiency and accuracy ||also addressing some
model training, and an |- Focuses on rather than on in-depth  |[limitations of federated
expanded attack complexity reduction |[security protocol learning approaches.
surface. without major development.

accuracy compromise
-- ChaCha20-Photon
- Proposes Provides moderate
combinations between throughput, slightly
. L higher latency, moderate
encryption and The objective is to .
) . . energy consumption and
integration algorithms || -- develop lot/edge AE hieh security. as
Deals with application |[to build authenticated ||algorithm ChaCha20- co%n arisorfyv:/i th stron
extend from IoT to encryption algorithms ||Photon differ from Edge/ P &
. . ChaCha20-Poly1305
edge like fog servers ||-- Proposed cloud AE algorithm —Blowfish-SHA-512
Proposal |[to cloud servers. authenticated Blowfish-SHA-512

encryption algorithms
compatible with edges
networks

-- competitive to the
standard AE algorithms

provide moderate
throughput, higher
latency, higher energy
consumption, and high
security, as comparison
with strong AES-GCM

4. Conclusion

From tables (1) and (4) we can conclude the following: ChaCha20-PHOTON offers
efficient, secure, and resource-efficient authenticated encryption when used with constrained
resources like IoT devices, embedded systems, and mobile apps. The hybrid ChaCha20-
PHOTON algorithm provides (50 Mbps) throughput, (15 Mbps) MAC generation, (2 ms)
latency, (100 pJ) energy consumption, and high security, as compared with strong ChaCha20-
Poly1305. It balances performance and security by introducing strong encryption and
authentication in lightweight settings. Both algorithms ChaCha20-Poly1305 and ChaCha20-
PHOTON are highly secure. From tables (2) and (3) we can conclude the following:
Blowfish-SHA-512 is a reasonably efficient and secure AE algorithm; this hybrid approach
uses Blowfish encryption and SHA-512 authentication to present robust security for
applications that prioritize security over performance, it provides (20mbps) throughput,
(19mbps) MAC Generation, (5 ms) latency, (200 nJ) energy consumption, and high security
in comparison with strong (AES-GCM).

Future works are how to make the two proposals ChaCha20-PHOTON and Blowfish-SHA-
512 much more lightweight by modifying the basic algorithms (ChaCha20, PHOTON,
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Blowfish, and SHA-512) and more making it secure by demonstrating the key generation and
increasing their complexity.
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