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Abstract

l'o translate text to a code is Lo encr
For either operation, we need a general
in an algorithm grows as group
discussed two eneryption algorithms:
algorithms and GOS T, their rel

ypt it, and to translate it back is to decrypt it.
algorithm and a unique key. The Confidence
after group fails to break it. The presented paper
DES. the workhorse of  cryptography
ation. and the major differences between them.
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Introduction

The Data Encryption Standard (DES) was
developed by IBM and adopted as a Federal
Standard on Nov.23, 1976. Recently, candidates
that can be considered serious DES replacements
are emerging. The Cry ptographic Transformation
Algorithm-Gost 28147-89 also known as “GOST
in 1989 by the

“algorithm was published
is a

National Soviet Bureau of Standards. [t
secret-Key Algorithm, similar in construction to
DES. However, GOST’s designers tried to
achieve a balance between efficiency and
security by making some modification to the

4

algorithm.
Both DES and GOST are block cipher
algorithms, which means that they encrypt a

group of plain text symbols as one block. They
use a series of iterations of a loop involving
arithmetic and logical operations. The following
sections describe DES and GOST, relation
between them, and outline the major differences

between them.
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1. Outline of DES and GOST Encryption

Algorithm.

Both DES and GOST are Feistel networks;
both iterate an encryption algorithm for multiple
rounds. The text in both algorithms is first broken
up into a left half, L, and a right half, R, of 23-bit
each, combine the key with one half, swap the
two halves. DES has 16 rounds, while GOST has
23 rounds of this process. A round, i, of either
algorithms looks like this: [4]

L! = Rf'—l
R; =L 1XOR f(Ri_1,k;)

2. Description of DES Round

Figure | is a single round of DES [4][1].
First, the right half is expanded from 32 to 48 bits
by a fixed permutation (see Table 1). The result
is XORed with the i th subkey. and then broken it
into eight 6-bit chunks. Each chunk becomes the
input to a different S-box, the first six bits go in
the first S-box, the second six bits go in the
second S-box and so on. The outpuls of the eight
S-boxes are recombined into a 32-bit word, and
then the entire word is permuted. Finally the
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J. Subkeys Generation

3.1 DES Subkeys Generation

The 64-bit key becomes a 56-bit key by deletion

iese bits are assumed to be

in the key).

3 'hen,

half is circularly shift to the left by
i

of every eight bit (tf
bits that carry no information

s first divided in half

'n theS6-hit key
each 28-bit
either one or two di
2y [L][2].
fixed permutation 9see T

gits depending on the rount

After the shift, 48-bits are

I'able

ee

lected by a able 3)[1].

Table2: number of bits of circular shifts for
each cycle

!irir_.\}’h ift l_Ll - R

[— 7= f — -

S N NS = am

“ = >

— T I

[ o 1 ]

| - peeBonnn S

| i

I R D
3 I 3

L e
13 2 |

I T

1§ .= T_; T B - ~ =

- = == )

I'abled: Choice permutation to select 48 key bits
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Key bit |
Selected

for position|
Key bit
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for positi
ikey hit
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Key bit |43
Selected
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JOST a 236-bit key. It is divided into

bit blocks.

e

lhe first block is used in the

e second
At the ninth at the 17th
However, for the

on dand

rounds, the cycle starts acain

throt d round, the order is reversed:
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dsog 4.2 GOST's S Boxes Generation
GOST has eight ferent S-boxes. Each S-
th mbers 0 through

)
nfusion Technique
rth DES
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4.1 DES’s and S-boxes Generation are considered as
An S-box in DES is a lookup table (see Table
+) by which six bits of data -
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6.

DES has a 56-bit key; GOST has a 256-bil
key.

DES’s S-boxes have 6-bit inputs and 4-bit
outputs; GOST's S-boxes have 4-bit inputs
and outputs,

DES’s S-boxes are fixed and public; GOST's
S-boxes are random and secret.

GOST's S-boxes is one fourth the size of a
DES’s S-box.

DES has an irregular permutation “P-Box™;
GOST uses an 1 1-bit left circular shift.

DES uses XOR to add the key to the right
half" and to add the right half to the left half,
GOST uses addition modulo 2%,

DES has 16 rounds; GOST has 32.

From above we conclude that at a reasonable
cost, Gost algorithm is better than DES
algorithm.
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