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Abstract

Nowadays, the rapid development of multi-media technology and digital images
transmission by the Internet leads the digital images to be exposed to several attacks
in the transmission process. Therefore, protection of digital images become
increasingly important.

To this end, an image encryption method that adopts Rivest Cipher (RC4) and
Deoxyribonucleic Acid (DNA) encoding to increase the secrecy and randomness of
the image without affecting its quality is proposed. The Means Square Error (MSE),
Peak Signal-to-Noise Ratio (PSNR), Coefficient Correlation (CC) and histogram
analysis are used as an evaluation metrics to evaluate the performance of the
proposed method. The results indicate that the proposed method is secure against
statistical attacks and provides a good security without affecting the quality of the
image.

Keywords: Image encryption, Symmetric encryption, RC4 algorithm, DNA
encoding.
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1. Introduction
In the recent years, the need for protecting valuable information from illegal access is increasing

and the necessity raised to produce a secure communication for exchanging confidential information,
the information can be audio, video, or image. One means to produce such secure communication is to
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modify the transmitted data shape via using encryption. In the process of the encryption, the data is
encrypted by utilizing a secret key and an encryption method. Various encryption algorithms are used
for image encryption in a wide area of application. Therefore, the image encryption becomes the
common effective means to ensure transmit security of images [1, 2].

The Deoxyribonucleic Acid (DNA) cryptography represents a new and promising direction in
cryptography research. DNA can be employed in cryptography for storing and carrying the
information, in addition to computation. DNA is proved to be very powerful in cryptography,
cryptanalysis and steganography problems. Hence, DNA can be utilized in cryptography to achieve an
improvement in security and speed to the other cryptography methods. At a recent time, image
encryption based on DNA becomes more and more popular [3]. In this paper, a new colored image
encryption method that combines DNA operations and Rivest Cipher (RC4) algorithm for transmitting
an image in a secure way is introduced.

The rest of this paper is organized as follows. The related work is presented in section 2. The RC4 and
DNA encoding are briefly described in section 3. Section 4 presents the evaluation metrics that are
used to evaluate the proposed image encryption. Section 5 introduces the proposed image encryption
in detail. The results of the proposed encryption image method are then evaluated in section 6. Section
7 presents the comparison results with other methods. Finally, section 8 provides the conclusions and
some hints for future work.

2. Related Works

DNA cryptography is a rapidly rising field of DNA computing research to afford a powerful
cryptographic technique. The following points illustrate some works that exploit either RC4 or DNA
encoding.

1. Liu et al. in 2012 [4] proposed an algorithm for Red Green Blue (RGB) image encryption using
DNA encoding and chaotic map. The result clarifies that the proposed algorithm is appropriate for
RGB image encryption. Due to it has a big secret keyspace and it can withstand brute force attack,
statistical attack.

2. Ginting and Dillak in 2013 [5] proposed an algorithm for encrypting an image that utilizes RC4
stream cipher algorithm and chaotic logistics map. The results demonstrate that the ability of the
proposed algorithm encrypt image without losing any information and eliminate the correlation
between plain image and cipher image.

3. Huang and Ye in 2014 [6] proposed an image encryption algorithm using hyper-chaos and DNA
sequence. To counter the known-plaintext and chosen-plaintext attacks, the secret keys are dependent
on the plain image. The results show the efficiency of the proposed algorithm.

4. Kumar et al. in 2015 [7] proposed an RGB image encryption algorithm using diffusion method
with a combination of chaotic maps. The results with two standard images show that the proposed
algorithm offers high security and is suitable for practical image encryption.

5. Jain and Rajpal in 2016 [8] used DNA operations and chaotic maps for an image encryption
algorithm. The results clarify that proposed algorithm was strong for known plaintext attack, statistical
attacks and differential attacks.

6. Kumar et al. in 2016 [9] proposed an image encryption algorithm that adopts Elliptic Curve
Cryptography (ECC) and DNA encoding. Standard test mages are used for evaluation the
performance of the proposed algorithm. The results show that the proposed algorithm can resist brute
force attack.

7. Zhen et al. in 2016 [10] proposed image encryption method that takes the benefit of DNA
encoding, the chaotic system, and information entropy for a secure image. The experimental result
shows that the proposed method is resisting different attacks, brute-force attack, statistical attack,
differential attack, and chosen-plaintext attack.

8. Wang and Liu in 2017 [11] proposed an image encryption algorithm by combing chaos and DNA
encoding rules. Piecewise Linear Chaotic Map (PWLCM) and Logistic Map are utilized to produce all
parameters the algorithm needs and DNA encoding. The results show that the ability of the proposed
algorithm to withstanding typical attacks.

9. Chai et al. in 2017 [12] presented an image encryption method based on DNA sequence operations,
chaotic system and Secure Hash Algorithm 256 (SHA 256). First, a plain image is encoded into a
DNA matrix. Then, wave-based permutation and row-by-row diffusion operations performed on it.
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The results demonstrate that the proposed method has a good encryption effect, larger secure
keyspace, and a high sensitivity to the secret key and to the plain image.

3. Preliminaries

3.1 RC4 Algorithm Description

RC4 is referred to as “ARCFOUR” or “ARC4” and represents as one of the common state-of-the-
art software stream ciphers used by wide industrial applications. RC4 is utilized in the Secure Sockets
Layer/Transport Layer Security (SSL/TLS) standards. It is also used in the Wired Equivalent Privacy
(WEP) protocol and the newer WiFi Protected Access (WPA) protocol that is part of the Institute of
Electrical and Electronics Engineers 802.11 (IEEE 802.11) wireless Local Area Network (LAN)
standard. RC4 involves two integer indices and a one-dimensional integer array. The RC4 cipher has
two components, namely, the Key Scheduling Algorithm (KSA) and the Pseudo-Random Generation
Algorithm (PRGA) [13].

1. The KSA uses the key (K) to shuffle the elements of S. The KSA uses the symmetric key to
permute an array S that contains 256 entries. S array is initialized with identity permutation ranging
from 0 to 255. Then, a loop of 256 iterations is used to generate a random permutation of the array S,
where the entries of the S array are continually swapped using the key value.

2. The PRGA uses this scrambled permutation to generate pseudo-random key stream bytes. In the
PRGA, two indices i, j are initialized to zero. In each iteration, i is recomputed as (i + 1) mod 256 and
j is recomputed as (j + S[i]) mod 256, and then a swap operation is conducted between S[i] and S[j].
The keystream that is XORed with plaintext is generated as S[(S[i] + S[j])mod 256].

3.2DNA Encoding

DNA cryptography is a technology of bioscience to encrypt the large message and in a compressed
size. DNA is a class of organic macromolecule and is composed of nucleotides that hold a separate
base. Four kinds of bases have existed: Adenine (A) and Thymine (T) or Cytosine (C) and Guanine
(G) [14].

DNA bases join with each other. This means ‘A’ constantly joins with ‘T’, and ‘C’ constantly joins
with ‘G’. That is, ‘A’ and ‘T’, and ‘C’ and ‘G’ are corresponding pairs, respectively. The binary
system is used to process and store the information in computers, wherever ‘0’ and ‘1’ are
complementary. Accordingly, it can be concluded that ‘00’ and ‘11’ are complementary, and ‘01’ and
‘10’ are also complementary. Twenty four kinds of coding schemes can be deduced when the binary
numbers ‘00’, ‘01°, 10* and ‘11’ are applied to describe four bases ‘A’, ‘C’, ‘G’ and ‘T’ respectively,
but only eight kinds satisfy the complementary rule of Watson-Crick [15]. Table-1 clarifies the eight
encoding rules for DNA sequences.

Table 1-The encoding rules for DNA sequences.
DNA sequences Bulsl Bulsl Rulad Ruled ERuled HRuleffi RuoleT RulsS

A 00 00 1 1 10 10 11 11
C 1 10 LK 11 00 11 1 10
= 10 0l 11 0 11 0 10 il
T 11 11 10 10 o1 1 0a LY

Several biological and algebraic operations for the DNA sequences are propose by the researchers.
These operations are addition and subtraction. The subtraction is the inverse operation of addition;
however, the structure is not double helix. Table-2 reports the addition and subtraction rules [16].
Table 2-DNA addition and subtraction operations.

+ A L = T - A i = T

A A c e T £ A T e c
i c L&) T A i c A T L&)
= G T A c = G c A T
T T A [ G T T G [ A
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4. Evaluation Metrics

The Means Square Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Coefficient Correlation (CC)
and histogram analysis metrics are used to evaluate the performance of the proposed encryption
method.
1. The MSE is a quantitative measure that clarifies the difference between original image and
encrypted image. The MSE between the original image and the corresponding encrypted image is
calculated as in Equation 1 [17].

MSE = oSG BRI (0 y) - Fl )l M

Where M x N size of image, (x,y) is the position of the pixels, f(x,y) is the original image and
f~(x,y) is the encrypted image.
2. PSNR is used to evaluate the image quality as formulated in Equation 2 [18].

PSNR = 20log,o(L/\VMSE) (2)
Where MSE is mean square error.

L is the maximum possible pixel value of the image.
3. Coefficient correlation is used to analyze the relationship between two neighboring pixels. It is

Ty = ) 3)
% = Jbx Dy

cov(x,y) = E[(x —E())(y — E())] C)]
E(x) = 2Tk, x (5)
D, =13k, (x - E@)’ ©®

Where x and y are the value of the adjacent pixels, and L is the number of samples taken.
5. The Proposed Image Encryption Method
Vvecvbb The proposed image encryption method is based on the combination of RC4 algorithm

and DNA coding. The proposed method consists of two layers. In the first layer, RC4 is utilized to
encrypt an image. In the second layer, the encrypted image is transformed into DNA sequences.
5.1 Image Encryption via RC4 and DNA

An RGB image is disintegrated into three components R, G, and B. Then, each component is
encrypted independently using RC4 with a secret key to produce three encrypted
components Rg,,, Gg, and Bg, . Next, Rpg,, Gg, and By, components are converted separately to
binary numbers. After that, the binary numbers of each component are converted to DNA sequence
depending on Rule 1 in Table-1 to obtain three DNA matrices RDg, GDg and BDj that are expressed
in four nucleic acid bases Next, DNA addition operation was applied on RDg, GDg and BDj using
equation 7, 8 and 9 to get three DNA encoded matrices RCg, GC; and BCp.

RCg(x,y) = RDg(x,y) + GDg (x,y) (7)
GCg(x,y) = GDg(x,y) + BDg(x,y) (8)
BCg(x,y) = BDg(x,y) + GCg(x, y) (9)

Where RDg, GDg and GDy are image components and x, y are the coordinate of the pixel.

Finally, the DNA matrices RCg, GCz and BCy are decoded and convert to an RGB image that
represents the encrypted image. Algorithm 1 clarifies the steps of the proposed image encryption
method.

5.2 Image Decryption via RC4 and DNA

The process of image decryption is similar to the encryption process but the steps are taken by the
reverse order. This means the image should be decoded using DNA encoding then decrypted using
RC4 and a secret key.

An encrypted image RGB image is disintegrated into three components R, G, and B. Then, each
component is converted to binary numbers. Next, each component is transformed to DNA sequence.
After that, the DNA subtraction operation using the following equation.
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BDg (x,y) = BCg(x,y) — GCz(x, y) (10)
GDg(x,y) = GCg(x,y) — BDg(x,y) (1
RDg(x,y) = RCg(x,y) — GDg(x,y) (12)

Where BCg, GCy and RCg are image components. And x, y are the coordinate of the pixel.
Finally, each component is decrypted separately using RC4 and a secret key that is identical to the
encryption key to get the decrypted image similar to the original image.
Algorithm 1: The Proposed Image Encryption
Input:
I: Original RGB Image
K: Secret key.
Output:
I' : Encrypted Image.
1:  Permute S depending on K
set n = 256
set | = |K|
set j=0
fori=0ton—1do
set S§; =1
fori=0ton—-1do
J = + Sitkimoar) modn
swap (S;,S;)

End
2:  Decompose image I of size MXN into three components R, B, G
3: seti=0
set j=0

fork=0toM—-1

forh=0toN—1

i «({+1)modN

je(G+S;) modN

swap (S;,S;)

sett « (S;+S;) mod N

Rpn(k,h) =S © R

Gpn(k,h) =S D G

Bgn(k,h) =S © B

End

End

4:  Encoding Rg,, Gg, and Bg,DNA Sequence

fork=0toM—-1

=0

forh=0toN -1

Find 8-bit binary representation of R, (k, h), Gg,, (k, h) and B, (k, h)

Represent 8-bit binary representation of Rg,(k, h), Gg,(k, h) and Bg,(k,h) in a DNA

sequence by four DNA bases.

Store DNA bases in
RDg(i,j),RDg(i,j + 1),RDg(i,j + 2),RDg(i,j + 3)
GDg(i,j),GDg(i,j +1),GDg(i,j + 2),GDg(i,j + 3)
BDg(i,j),BDg(i,j + 1),BDg(i,j + 2),BDg(i,j + 3)

j = ( + 4)mod 4N

End

End
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5:  Perform the DNA Addition Operation
fork=0toM—-1
forh=0to4N —1
RC;(k,h) = RDg(k,h) + GDy (k, h)
GCg(k,h) = GDg(k, h) + BDg(k, h)
BCp(k,h) = BDg(k,h) + GCg(k, h)
End
End

6: Recombine
fork=0toM—-1
=0
forh=0toN -1
Find a DNA sequence representation of RCg(k, h), GCg(k, h) and BCg(k, h)
Represent four DNA bases of RCg(k,h),GCg(k,h) and BCg(k,h) in 8-bit binary
representation.
Store binary representation in
RR4(i, /), RRy(i,j + 1), RR4(i,j + 2),RR4(i,j + 3),RR4(i,j + 4) ,RR4(i,j + 5)
,RR; (i,j +6),RR,(i,j +7)
RG4(i,/),RG4(i,j +1),RGy4(i,j + 2),RG4(i,j + 3),RG4(i,j + 4) ,RG4(i,j + 5)
,RG4 (i,j +6),RG4(i,j +7)
RB4(i,j),RBy(i,j + 1), RB4(i,j + 2),RB4(i,j + 3),RB4(i,j + 4) ,RB4(i,j + 5)
,RB; (i,j +6),RB;(i,j +7)
j =G+ 7)mod7N
End
End
I' = Compose (RRy, RG4, RB,)

6. Results

The proposed method is coded in vb.net and the experiments are conducted on an HP ProBook 450
G3 laptop with Intel(R) Core (TM) i7-6500U, CPU@ 2.50 GHz and a Memory of 8.00 GB RAM and
64-bit system type. The performance of the proposed method is evaluated using the image dataset of
Signal and Image Processing Institute (SIPI) maintained by University of South California (USC) [19]
an evaluation data. The original and cipher images are displayed in Figure-1. The results show that all
cipher images are wholly distorted which means that the proposed method has a good encryption
result.

Image Name Original Image Encrypted Image Decrypted Image

Lena

Baboon

Peppers

3 S b -

Figure 1: Original. encrypted and decrypted images with the proposed method.
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6.1 Image Quality

MSE and PSNR are used to evaluate the quality of an image when the proposed encryption and
decryption methods are applied. Tables-(3, 4) report the MSE value and PSNR value of encrypted
images and decrypted images using the proposed method and RC4 algorithm. The results point out
that MSE value between the encrypted image and the original image is large. Furthermore, the MSE
value between the decrypted image and the original image is zero. This means that the proposed
encryption is lossless image encryption (i.e. the original image and decrypted image are identical). In
addition, the results show that PSNR values between the original and encrypted images using the
proposed method are smaller than using the RC4 encryption algorithm only. This means that the
proposed encryption has better security effect than RC4. In addition, PSNR value is infinite between
the decrypted image and the original image. This indicates that the decrypted image is like to the
original image.

Table 3: MSE and PSNE values of encrypted image using the proposed method and RC4 algonithm.

Component MSE PSNER
Image of the The Proposed RC4 The Proposed RC4
Image Method Algorithm Method Algorithm

Red 11798231 10697.535 7.413 7.838
Lena Green 9198358 9013.323 8.494 8.582
Blue 7481 544 7050997 5391 9.624

Red 93606.484 8651.965 8.415 8.76
Baboon Green 8210.562 T653.423 B.987 9292
Blue 9778376 9394.876 8.228 8.402

Red 8762.496 T7990.363 B.703 9.105
Peppers Green 11536.941 11102.931 7.502 7.676
Blue 11104.187 11114.762 7.676 7.672

Table 4: MSE and PSNR values of decrypted image using the proposed method and RC4 algonithm.

Component MSE PSNR
Image of the Tmage The Proposed RC4 The Proposed RC4
Method Algorithm Method Algorithm
Red 0 0 oo o
Lena Green ] 0 o oo
Blue 0 0 ) oo
Red 0 0 oo o
Baboon Green 0 0 oo o
Blue 0 0 o) oo
Red 0 0 ) e
Peppers Green 0 0 oo =
Blue 0 0 oo o

6.2 Security Analysis

Coefficient correlation and histogram analysis are used to show the ability of the proposed
encryption method to resist the statistical attacks.
6.2.1 Coefficient Correlation

Generally, images have highly correlated with its neighboring pixel whether in horizontal, vertical
and diagonal direction. For testing purpose, 5000 pairs of adjacent pixels in three directions from the
original image and the corresponding cipher image are randomly selected. Table-5 through 7 report
the correlated coefficient in horizontal, vertical and diagonal directions for the original image and the
corresponding encrypted image. The results demonstrate that the correlation of the encrypted images is
so small. This means that the proposed encryption method capable to resist the statistical attacks. The
scatter plots of three directions horizontal, vertical and diagonal for Lena image and the corresponding
encrypted image using the proposed method and RC4 are depicted in Figures-2 through 4.
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Table 5: Correlation coefficients of two adjacent pixels in the original image and the corresponding cipher
image in horizontal direction.

Image Component of Original  Encrypted Image with Encrypted Image

the Image Image The Proposed Method with RC4

Red 0.9741 0.0167 0.0108

Lena Green 0.9732 -0.0028 0.0090
Blue 0.9490 -0.0298 -0.0005

Red 0.7710 -0.0002 0.0277

Baboon Green 0.6607 0.0153 -0.0192
Blue 0.7945 0.0084 0.0067

Red 0.9430 0.0126 -0.0016

Peppers Green 0.9728 0.0124 0.0316
Blue 0.9339 0.0069 0.0138

Table 6: Correlation coefficients of two adjacent pixels in the original image and the corresponding
cipher image in vertical direction.
Component of Original Encrypted Image with  Encrypted Image

Image the Image Image The Proposed Method with RC4
Red 0.9472 0.0064 0.0097
Lena Green 0.9478 0.0071 0.0132
Blue 0.9061 -0.0137 0.0114
Red 0.8294 -0.0045 -0.0072
Baboon Green 0.7495 0.0110 -0.0268
Blue 0.8534 0.0232 0.0030
Red 0.9398 0.0111 0.0174
Peppers Green 0.9635 0.0213 0.0334
Blue 0.9341 0.0083 -0.0000

Table 7: Correlation coefficients of two adjacent pixels in the original image and the corresponding cipher
image 1 diagonal direction.

Image Component of Original  Encrypted Image with  Encrypted Image
the Image Image  The Proposed Method with RC4

Red 09167 -0.003% -0.0264

Lena Green 05215 -0.0101 -0.0020
Blue 0.8526 0.0103 -0.0042

Red 0.7716 -0.0033 0.0041

Baboon Green 0.6731 0.0101 0.0199
Blue 0.7917 -0.0000 0.0338

Red 0.8960 -0.0094 0.0041

Peppers Green 0.5385 -0.0136 -0.0049
Blue 0.8540 0.0248 -0.0050
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Figure 2: Horizontal correlation of the Lena image. (a), (b) and (c) are the RGB plots of the oniginal image.
(d), () and (f) are the RGB plots of the encrypted image using proposed method.

[ R |
P e 3 kb g
[ R |

ool e b ion 2,00
Pl o s o 13,501
e e o b aon o 3]

(d) () ®
Figure 3: Vertical correlation of the Lena image. (), (b) and (c) are the RGB plots of the original image.
(d), () and (f) are the RGB plots of the encrypted image using proposed method.
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Figure 4: Diagonal correlation of the Lena image. (a), (b) and (c) are the RGB plots of the original image.
(d), (&) and (f) are the RGB plots of the encrypted image using proposed method.

6.2.2 Histogram Analysis

Figure-5 depicts the histograms of the Lena and the corresponding encrypted image. Figure-6
depicts the histograms of the Baboon and the corresponding encrypted. The results clarify that the
histograms of the encrypted image have a uniform distribution and are considerably dissimilar from
the original image histograms. This means that the proposed method can withstand histogram analysis
attack.

. b BB OB OROE 2 B B P

W i B OE OB OEOE O R OE

(2) (b)

(d) (e) (1)
Figure 5: Histograms analysis of the Lena image_ (a), (b) and (c) are the RGB plots of the original image.

(d), (e) and (f) are the RGB plots of the encrypted 1image using the proposed method.
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]

() )
Figure 6: Histograms analysis of the Baboon tmage. (2), (b) and (c) are the RGB plots of the original image.
(d). (e) and (f) are the RGB plots of the encrypted image using the proposed method.

7. Comparison with Other Methods

The proposed encryption method was compared with the related works [6], [8], [9], [11] and [12]
as shown in Table-8. Table-9 clarifies that the proposed method more resists to statistical attack than
Kumer et al. [7] due to the results of horizontal correlation, of vertical correlation and of diagonal
correlation of the proposed method are better than the results of Kumer et al. [7]. Furthermore,
Table-10 clarifies that the proposed method can decrypt the image without any loss as demonstrated
by the values of MSE and PNSR while, in Kumer et al. [7] algorithm, some information was lost.

Table §8: Comparison of authors [6, §, 9, 11 and 12] with the proposed method.

Reference No. Authors [6, 8,9, 11, 12] The Proposed Method

[6], [8]. [11] and [12]. Applied on gray level image. Applied on RGB 1mage.

[9] Used asymmetric encryption. Used symmetric encryption.

Table 9: Comparison of horizontal, vertical and diagonal correlation of encrvpted Lena image with

Kumeretal [7].

Component  Horizontal Correlation Vertical Correlation Diagonal Correlation

of the Proposed Kumeretal Proposed Kumeretal Proposed Kumer efal.

Image  Method 7] Method 7] Method 7]
Red 0.0167 0.0181 0.0064 20.0099 20.0059 0.0085

Green 00028 -0.0067 0.0071 0.0126 -0.0101 0.0127
Blue -0.0298 0.0154 -0.0137 0.0063 0.0103 0.0155
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Table 10: Comparison of MSE and PSNR values of decrypted tmage of Lena using the proposed method

with Kumer et al [7].
Component MSE PSNR
of the [mase The Proposed Kumer et al. The Proposed Kumer et al.
8 Method [7] Method [7]
Red 0 1281718 © 47.052878
Green 0 0.945639 © 48373549
Blue 0 1.233145 © 47.220662

8. Conclusions

This paper proposes a secure image encryption method using RC4 algorithm and DNA encoding

without affecting the quality of the image. The results show that utilizing DNA encoding in the
proposed method improves the security level of RC4 algorithm. Moreover, the proposed method is
lossless encryption and able to resist statistical attacks. In addition, it provides good security without
affecting the quality of the image. Also, as a scope of further work, an additional quality could be used
to investigate the ability of the proposed work to withstand known plaintext attack, chosen ciphertext
attack and differential attack.
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