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Abstract

The inefficient use of spectrum is the key subject to overcome the upcoming
spectrum crunch issue. This paper presents a study of performance of cooperative
cognitive network via hard combining of decision fusion schemes. Simulation
results presented different cooperative hard decision fusion schemes for cognitive
network. The hard-decision fusion schemes provided different discriminations for
detection levels. They also produced small values of Miss-Detection Probability at
different values of Probability of False Alarm and adaptive threshold levels. The
sensing performance was investigated under the influence of channel condition for
proper operating conditions. An increase in the detection performance was achieved
for cognitive users (secondary users) of the authorized unused dynamic spectrum
holes (primary users) while operating in a very low signal-to-noise ratio with the
proper condition of minimum total error rate.

Keywords: Cognitive Radio, Probability of Detection (Qg), Probability of Miss-
Detection (Qng ), Probability of False Alarm (Q ¢,), Total Error Rate (Q. ) and
threshold (7).

1. Introduction

Today’s wireless networks are characterized by fixed spectrum assignment policy. There is a
continuously increasing demand for frequency spectrum associated with limited resource availability.
Additionally, the statistics of the Federal Communications Commission (FCC) stated that the temporal
and geographical variations in the utilization of assigned spectrum have a range of 15 to 85 percent.
Nowadays, it has become necessary to use the affordable spectrum more efficiently to upstay further
growth of wireless communication. Therefore, the cognitive system is a revolutionary communication
paradigm to treat the problem of inefficient use of  underutilized spectrum and overcome the
upcoming spectrum crunch issue. The underutilized spectrum holes, shown in Figure-1, develop to
white spectrum holes. These frequency bands are assigned to
Specific system users called primary users (PU) or licensed users and the assigned frequency bands
are called licensed bands. Cognitive users can be defined as unlicensed or secondary users (SU) who
can find unused authorized spectrum holes dynamically for their own use without causing any
confusion to primary users [1].
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Figure 1- Underutilized spectrum holes concept

Hence, primary users can be defined as the users who have the authorized license to occupy
a certain band of the spectrum. Secondary users can be defined as the users who have the conditional
license and should not perform any confusion on the authorized spectrum when using the idle channel.
The requirement of no interference is the key for developing cognitive systems and create fast and
highly robust methods to make decisions about the idle and occupied frequency bands. Spectrum
sensing will be the backbone of any autonomous cognitive radio.

__-=-=7 SOR
"
.. \“ Software Defined Radio
Cognitive Radlio
Spectrum B - 5usy Channel

Figure 2- Cognitive radio mechanism for efficient use of the available frequency spectrum.

Therefore, simpler and more trustworthy spectrum detection techniques are needed. Energy
detectors can confer simplicity and serve as a practical spectrum detection techniques. To enhance
spectrum detection performance for cognitive network (CN), a cooperative spectrum detection
methodology was proposed to overcome some spectrum sensing drawbacks, such as shadowing,
fading, and receiver hidden node problems [2].

The cooperative spectrum detection aims to enhance cognitive radio detection performance by
considering the advantage of cognitive users’ spatial diversity to save the PU against interference and
minimize the probability of false alarm and achieve an efficient usage of spectrum holes.
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Figure 3- Cooperative Spectrum Sensing Technique

In a fading environment, the spectrum detection is sustained by uncertainty due to channel fading,
i.e. the secondary user needs to differentiate between a white space, where the licensed signal is
absent, and a deep fading, where the licensed signal is present. Thus, similar difficulties arise in the
case of shadowing. To treat these issues, many different secondary users can cooperate to detect the
presence of licensed signal. The advantage of diversity gainis
accomplished through cognitive users’ cooperation to overcome fading, hidden nodes, and shadowing
effects, and to perform high detection performance. CR users (Receivers) can measure the received
signal properties and estimate what CR system (Transmitter) was meant to send. However, they should
be also able to tell the transmitter about the way through which the waveform can be changed to avoid
the interference.  In other words, secondary users (receivers) should convert this information into a
transmitted message and send it back to the CR system (Transmitter) [3- 8].

The basic cognitive radio cycle model is shown in Figure-4. The process is fulfilled through spectrum
sensing, spectrum analysis, and spectrum decision states.
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Figure 4-Cognitive Radio System Cycle Model

The cognitive system is a highly promising solution to the spectrum-scarcity problem. The most
crucial activities in cognitive systems are the energy efficiency (EE) and spectrum efficiency (SE).
Secondary users detect the spectrum to check the absence or presence of the primary signal depending
on sensing parameters, such as signal-to-noise ratio (SNR), bandwidth, bit error probability, spectral
efficiency, and throughput. The accuracy of sensing is a main requirement for accurate sensing, which
provides a successful access operation of CRN. For known conditions, the energy detector (ED)

2476



Kotb et al. Iragi Journal of Science, 2021, Vol. 62, No. 7, pp: 2474-2485

technique is the optimal method of sensing, through which the strength level of the detected signal
energy is based on the threshold value of ED. For greater energy of the detected signal as compared to
the threshold value, the presence of a primary signal is assumed; otherwise the physical channel is
free. Spectrum sensing is applied to differentiate between two hypotheses; primary user presence
hypothesis (H1) and primary user absence hypothesis (HO) [5, 6-13] as follows:

n(t) » Ho

X(t) = - (1)
hs(t) +n(t) , H;

where X(t) is the signal detected by CR users , s(t) is the primary user’s transmitted signal , n(t) is the
additive white Gaussian noise (AWGN), and h is the channel amplitude gain between the PU and
the k™ CR user.
2. SYSTEM MODEL

Suppose a cognitive network with a number of cognitive users (K ), referredtoask =1, 2,..., K.
Suppose that each CR performs local spectrum sensing autonomously by using N samples of received
signal and that all cooperative CR users send their detected results (ml, m2... mK) via the control
channel. Consequently, the fusion center fuses the received local sensing information to make a final
decision about the absence or presence of the primary signal. Thus, the secondary user who receives
the signal can be defined as [7]:

(t) » Ho

o= 77 (2)
hpu Spu(®) + n(t) , Hy

and the ongoing SU received signal is defined as [4, 7]:
Py Ssu(t) + Nn(t) , Ho

xi(t) =
hpu Spu(t) + hsu Ssu(t) + n(t) ) Hl """ ( 3 )

where sp,(t) is the PU transmitted signal, se(t) is the leakage from the SU transmitted signal, hy, is the
PU channel gain, hy, is the SU leakage signal gain, and t is the time.

An energy detector is employed in our simulations to specify the state of the PU. The ED output
statistic in each SU is givenas [8]:

S 1

r- > |lwx e (4)
S i=1

where S is the number of averaged samples.

The ED output for both hypotheses is expressed as [ 9]:

RH0:|}’I|2 ----- (5)

RH1:|A+I’Z|2 ----- (6)

2477



Kotb et al. Iragi Journal of Science, 2021, Vol. 62, No. 7, pp: 2474-2485

This paper is based on studying three different hard combining decision rules for Cooperative
Spectrum Sensing (namely, OR, AND, and HV rules) and comparing them to the non- cooperative
cognitive system , thus deducing the effects on the detection efficiency under specific conditions .
2.1 AND _ Rule
The AND - rule takes the decision about the presence of the primary signal if all CR users detect it.
The test that is using the cooperative AND rule can be defined as [10]
K
Hi o Y A=K e (7)
i=1
Ho :  Otherwise

where K is the number of CR users and A is the final detection .
The probability of detection and the probability of false alarm are also defined as follows [8, 11]:

K
Qd,AND = H Pd,k """ (8)
i=1
K
Qf.ano = [I Pk ---(9)
i=1
K
Qmaano =1-Qq a0 =1-[] Pyx
= e (10)

2.2 OR_Rule
The OR- rule takes the decision about the presence of the primary signal if any of cognitive users
detect it. The test that is using the cooperative OR- rule can be defined as [10]:

K
Ho: YA =1 — (1)
i=1

Ho :  Otherwise
where A is the final decision. The special case for the OR- rule being proportional to the case M=1 is
defined as follows [8, 11]:

K
Qd,o0r=1- [1(1- Pyx) - (12)
i=1
K
Qror=1- [[(1- P ) ----(113)
i=1
Qmdor =1-Qq, or - (14)
2.3 HV _ Rule

The Half-Voting, also called the majority rule, takes the decision about the presence of the primary
signal if at least M of K secondary users have detected it, with 1 <M <K, and is defined as [10]:
K
Hi: Y A=M ~-(15)
i=1
Ho :  Otherwise
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The majority decision special case takes place at M = K/2.
The probability of detection ( Qq) and false alarm probability ( Q¢ ) are defined as [10] :

k

Qd,HV:Pr{ _1|H1}= P {ZAk 2M|H1 }
= 2 e (16)
k

Qf,HVzPr{ =1 | Ho }2 Py {ZAk > M| Ho }
= J (17)

Quanw =1- Qo (18)

Thus, the CR spectrum sensing performance parameters are classified as follows:
e Signal to Noise Ratio (SNR)
e  Probability of Correct Detections:
Qg { decision,Y =H;|H;}
Qg { decision, Y = Hy| Ho }
o  Probability of False Alarm :
Qr. { decision, Y =H;|Ho}
1 T
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=+~ Cooperative - KIN

Probability of Detection ( Pd )

04 1
0.2 ]
0. |
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Figure 5-SNR (-18dBto -6 dB) VsQd at Qfa=0.01

o Probability of Miss-Detection :
Qma { decision,Y =Hy|H:}
e Total Error Rate:
Qe:Qfa+ de [ 16]
e Threshold (1)
e Number of CR users
3. SIMULATION RESULTS

Hard combining cooperative decision rules were proposed in this paper to refine the CR detection
efficiency and compared it to that of the non-cooperative cognitive system .
There are three cooperative sensing rules based on hard decision rules , namely :
= The OR rule gives the decision of HI if any of cognitive users detect the primary signal .
= The AND rule gives the decision of H1 if all cognitive users send their detection status as bit_1, as a
local detection of the primary signal.
= The HV- rule gives the decision of H1 if at least half of the cognitive users send their local detection
status as bit_1. Each CR user makes own decision about the absence or presence of the primary user
and sends the one bit decision status (1 or 0) to the FC or the cooperative groups to make data fusion.
The simulation was made for cognitive networks with seven cooperative cognitive secondary users
with (K =7 CR’s ). AWGN channel is also proposed for our simulations, with an SNR that ranges
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from-18dBto-6dB,-12dB to 0dB,and -10dB to2 dB and with Q; = 0.01. Also, we SNR
used ranges from -18dBto-6dB ,-16 dBto-4dB , -14dBto-2dB ,-12dBto0dB , and-10 dB
to2 dB . A QPSK modulation was also applied for the test, with modulation index m = 6, number of
simulations n = 2000 for each value of SNR , and number of samples/signal N = 1500 . Figures- 5
and 6 show the receiver operating characteristics (ROCs) for the hard combining cooperative decision
rules ( AND, OR, and HV ) and a non-cooperative energy detector with Qg is 0.01.

- Cooperative - OR ]
=+~ Non - Cooperative

-+~ Cooperative - AND
-~ Cooperative - KIN

Probability of Detection ( Pd )

0 \ | \ \ \
-10 -8 -0 -4 -2 0 2

SNR (B )

Figure 6- SNR (-10 dB to 2dB) Vs Qq at Qf =0.01

The results in Figures- 5 and 6 indicate that the probability of detection increases as the SNR
increases . In addition, the ROCs curves show that the OR-rule detection performance is the optimal
for spectrum detection as compared to the other hard decision rules. Also, the HV or the majority
hard decision rule has lower detection efficiency than the OR - rule, but it is higher than that of the
AND - rule, while the value for the AND - rule is higher than that for the non-cooperative cognitive
rule. These latter results indicate better detection performance when compared to those previously
described [13- 20].

Therefore, we performed the same simulation at the same conditions, but with probability of false
alarm Qg of 0.1, i.e. the Qs value was increased.
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Figure 7- SNR (-18 dBto -6 dB) Vs Q4 at Q,=0.1
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Figure 8- SNR (-10dBt02dB) Vs Qg at Qy, =0.1

It is clear from the ROCs response shown in Figures- 7 and 8 that the probability of the detection
(Qq) increases by increasing the false alarm probability (Qy,), in parallel with the increase in SNR. It
can noted from the ROC curve in Figure- 5 that the SNR ranges -18 dB to -6 dB at the point of
SNR =- 10 dB, with Q= 0.01, where :

Qd—OR =83% ’ Qd—HV =44 %, Q d-AND =20% ) Qd—Non-cooperative = 9%

Also, the ROC curve in Figure- 7 shows the same SNR range ( -18 dB to - 6 dB) as that detailed in
Figure-5, atthe point of SNR = -10dB, but with Qg= 0.1, where:

Qd—OR =99 % ’ QdeV =88 % Qd—AND =77T% ) Qd—Non-cooperative =68 %

Hence, it is obvious that the Qg increases by increasing the Qr and SNR. Consequently, the OR -
rule gives better efficiency of spectrum detection. These results indicate higher detection performance
when compared to those of other studies [13, 14, 19, 20, 21, 22]. Also, these results confirmed that
there is a relation between SNR, Qg , and Qy, , along with their effects on the detection efficiency of
the spectrum. Also, there is a relation between Qg and Qyg, as follows :

Qms = 1-Qq¢  [18], [13] —-(19)

Generally, there exist two kinds of detection errors, namely the miss-detection error Qn¢ and false-
alarm error Qg, which degrade the sensing performance. Therefore, the effect of the relation between
Qr. and Q¢ will be simulated for the hard decision rules ( OR , AND , and HV ) and Non-cooperative
CR network, and their effects on the spectrum detection efficiency will be determined. The analysis of
spectrum detection efficiency under the target of probability of miss-detection and probability of false
alarm, at K =7 SU s, SNR = - 10 dB, time bandwidth factor U = 100, and AWGN channel, was
considered.
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Figure 10- Threshold (7)) Vs Qrn

It is clear from the result in Figure- 9 that the OR rule gives minimum Qg versus Qg values
when compared to the other cooperative spectrum detection techniques ( HV and AND rules ). Thus,
the OR rule is the optimal among the other hard combination data-fusion methods of cooperative
spectrum detection. The obtained result show higher detection performance when compared to
previous studies [12, 17, 19]. The aim of cooperative spectrum detection is to refine the detection
performance and protect the primary user against interference resulting from large values of Qpg,
which minimizes the false alarm probability of having an efficient usage of spectrum holes.
Therefore, the aim is to keep the Qg very low, hence the Qy, increases and this would result in low
spectrum utilization. This implies that a low probability of false alarms would result in high miss-
detection probability, which increases the confusion to the primary users. Thus, this trade-off has to be
considered. Then, the threshold is set to achieve a constant level of false alarm to perform the
condition of minimum Qg4 . Thereafter, the threshold level (T) is raised and lowered during detection
to maintain acceptable level

Qr.. Therefore, this meaning can be defined as an adaptive false alarm rate-adaptive threshold for
detection (AFAR — ATD) [15], where:

Qu=PH1/H1)=P(SNR>¥/H1) - (20)
Q=PHI/HO)=P(SNR=>T/HO) - (21)

Threshold (7)
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Figure 11- Total Probability of Error ( Qe) Vs Threshold (¥)For AND ,OR , and HV fusion rules
at, SNR = 10 db.

For a number of samples/signal N = 1000, only noise was received, i.e. the PU was absent, with Qy, =
0.01:0.01:1. Thus, itis clear from the ROC value for T versus Qs that the Q¢ decreases as the ¥
increases. Hence, the results satisfy the proper condition for designing cognitive networks with
cooperative spectrum detection of high spectrum detection and minimum confusion, thus more
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efficient spectrum utilization. Taking into consideration the total error rate (Q. ) , which is the sum of
probability of false alarm and probability of missed detection , the total error rate is given by :

Qe:Qfa+de """ [22]
vty eroeer e
. 099 (R
o] ' ‘ ‘ (R2
s 09 (R3
‘"—: (R4
£ 0985 (RS
3 | \ / (R
g 0% ' o/ (R7

10 15 20 25 30 35 40 45 50 55 60
Threshold ()
Figure 12- Total Probability of Error ( Qe ) Vs Threshold (T) For AND , OR , and HV fusion rules ,
at SNR=-10db

From the results shown in Figures- 11 and 12, there a noticeable difference in the performance
throughout the usage of n=11to 7 as K=7 cooperative fusion rule. For a fixed low threshold, the
optimal hard decision fusion rule is the AND rule with a minimum error rate , i.e. K =7. For a fixed
high threshold, the optimal fusion rule is the OR rule with a minimum error rate, i.e. n=1. Since the
threshold is set to achieve a constant level of false alarm to perform the condition of minimum Q. ,
thus the value of n = 7, which represents the AND fusion rule, gives a high total error when compared
to the other curves .

Finally, we can note that the optimal hard decision fusion rule is the HV, i.e. the majority rule, with n
=4 over all the range of threshold detection through the cooperative spectrum sensing scheme, which
gives the minimum total errors at SNR = - 10 db. This is an appropriate value, while any increase or
decrease would cause a large increase in the error rate significantly.

Finally, the results demonstrate a minimum Q. at minimum SNR for the HV rule over all the range of
threshold detection levels throughout the cooperative spectrum sensing scheme .

Table (1) Comparison between the total error rate of the three hard cooperative decision rules ( AND
OR, and HV) with two different levels of SNR.

4. Conclusions

In this paper, we presented a study of cognitive radio networks with various effective techniques
of cooperative hard combining spectrum detection . A new approach was employed along with
comparisons to the non-cooperative cognitive radio networks. Cooperative schemes (AND, OR, and
HV) were employed and their performance was evaluated through SNR, Qg4 ,Qs , and Qng . The
simulation results verified that the combined hard cooperative spectrum detection techniques have
better performance when compared to the non-cooperative approach, where the performance was
enhance with the increase in SNR. The ROCs curves showed that the OR rule technique has the
highest spectrum detection than the other two hard decision rules. The HV scheme had a lower
detection efficiency than the OR rule, but it was higher than that of the AND rule. Consequently, the
performance of all the cooperative CR schemes was better when compared to that of the non-
cooperative cognitive schemes. In addition, it was obvious that the Qg increases DY increasing the Qy, and
SNR. Furthermore, seven cognitive users cooperated relatively in the system and the threshold was set
to achieve a constant level of false alarm to perform the condition of minimum Q4. Then, the
operating threshold level was adjusted precisely during the detection to maintain an acceptable level of
false alarm and achieve the optimal values of detection probability and total error rate.

Funding
Authors confirm that there is no sources of funding for the study.

2483



Kotb et al. Iragi Journal of Science, 2021, Vol. 62, No. 7, pp: 2474-2485

CONFLICT OF INTEREST
The authors confirm that this article content has no any potential conflict of interest.

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

Neetu Goyal and Sanjay Mathur. 2018. ‘Spectrum Sensing and Energy Efficiency Strategies in
Cognitive Radio Networks-Perspective and Prospects’ , International Journal of Applied
Engineering Research, 13(5): 2395-2411

S. Haykin. 2005. ‘Cognitive radio: Brain-empowered wireless communications’, IEEE Journal on
Selected Areas in Communications, 23(2): 201-220 .

Nan Zhao, Fangling Pu, Xin Xu, Nengcheng Chen. 2013.°‘Optimisation of multi-channel
cooperative sensing in cognitive radio networks’,the Institute of Engineering and Technology
(IET), 7(12): 1177-1190 .

Goutam Ghosh, Prasun Das2 and Subhajit Chatterjee. June 2014.‘Simulation and analysis of
cognitive radio system using MATLAB’, International Journal of Next-Generation Networks
(UNGN), 6(2): 31-45.

lan F. Akyildiz, Won-Yeol Lee, Kaushik R. Chowdhury, CRAHNSs. 2009. ‘cognitive radio Ad
hoc networks , Ad Hoc Networks’, 7(5): 810-836.

L. Perera and H. Herath. 2011. Review of spectrum sensing in cognitive radio’, in Proc. IEEE 6th
International Conference on Industrial and Information Systems, Kandy, Sri Lanka, pp. 7 .
Isameldin M. Suliman, Janne Lehtoméki and Kenta Umebayashi. 2015. ‘On the effect of false
alarm rate on the performance of cognitive radio networks’, EURASIP Journal on Wireless
Communications and Networking, DOI 10.1186/s13638-015-0474-3

Yuanhua Fu , Fan Yang and Zhiming He. 2018. ‘A- Quantization-Based Multibit Data Fusion
Scheme for Cooperative Spectrum Sensing in Cognitive Radio Networks’ , Sensors, 18(2): 473 -
486. .

Z. Wang, D. Qu, T. Jiang and T. Jin. 2011. ‘Efficient discovery of spectrum opportunities via
adaptive collaborative spectrum sensing in cognitive radio networks’, in Proc.IEEE International
Conference on Communications,ICC’11.

D B V Ravisankar and N Venkateswararao. April 2017. ‘A Survey of cooperative spectrum
sensing aproaches and data fusion schemes in cognitive radio networks’ , International Journal
of Electrical and Electronic Engineering &Telcommunications(IJEETC), 6(2): 73-79.

Xin Liu, Min Jia and Xuezhi Tan. 2013. ‘Threshold optimization of cooperative pectrum sensing
in cognitive radio networks’, Radio Science, 48(1): 23-32.

Md. Shamim Hossain , Md. Mahabubur Rahman, Md. Ibrahim Abdullah and Mohammad Alamgir
Hossain. December 2012. ‘Hard Combination Data Fusion for Cooperative Spectrum Sensing in
Cognitive Radio’, International Journal of Electrical and Computer Engineering (IJECE) , 2(6):
811-818.

Prof. Keraliya Divyesh R, Dr. Ashalata Kulshrestha. March -2018. ‘Optimization of Cooperative
Spectrum Sensing Using Genetic Algorithm (GA)’, International Journal of Advance Engineering
and Research Development , 5(3): 1742 -1773

Lailatun Nahar, Shakila Zaman, Risala Tasin Khan. August-2017. ‘Performance Evaluation of
Cooperative and Non-cooperative Spectrum Sensing Scheme in Cognitive Radio Network Based
on Decision Fusion Strategies’, International Journal of Scientific & Engineering
Research(IJSER), 8(8): 1199-1203.

Ramzi Saifan, Ghazi Al-Sukar, Rawaa Al-Ameer and lyad Jafar. March-2016. ‘Enregy Efficient
Coperative Spectrum Sensing in Cognitive Radio’, International Journal of Computer Networks
& Communications (IJCNC), 8(2): 13-24 .

Ashish Rauniyar, Jae Min Jang, and Soo Young Shin. September 2015. ‘Optimal Hard Decision
Fusion Rule for Centralized and Decentralized Cooperative Spectrum Sensing in Cognitive Radio
Networks’, Journal of Advances in Computer Networks, 3(3): 207-2012 .

Yee Ming Chen and Chi-Li Tsai. 2017. ‘Cooperative detection of moving target in wireless sensor
network based on Adaptive Learning Decision Fusion’, International Journal of
Communications , 11: 84-88 .

2484



Kotb et al. Iragi Journal of Science, 2021, Vol. 62, No. 7, pp: 2474-2485

18.

19.

20.

21.

22.

O. P. Meena and Ajay Somkuwar. 2014. ‘Comparative Analysis of Information Fusion
Techniques for Cooperative Spectrum Sensing in Cognitive Radio Networks’, Association of
Computer Electronics and Electrical Engineers ( ACEEE ) , pp.136-147.

Omar Altrad and Sami Muhaidat. 2013.“A new mathematical analysis of the probability of
detection in cognitive radio over fading Channels’, Altrad and Muhaidat EURASIP Journal on
Wireless Communications and Networking .

Srinivas Nallagonda , Sanjay Dhar Roy, Sumit Kundu. November 2016. ‘Combined diversity and
improved energy detection in cooperative spectrum sensing with faded reporting channels’,
Journal of King Saud University — Computer and Information Sciences , 28: 170-183 .

S. Haykin , D. J. Thomsom, and J. H. Reed. May 2009. ‘Spectrum Sensing for Cognitive Radio’,
Proceedings of the IEEE , 97(5): 849-877.

J. Mitola, Il , G. Q. Maguire, Jr. 1999. ¢ Cognitive Radio: Making Software Radios More
Personal’ Personal Communications, IEEE [see also IEEE Wireless Communications], 6: 13.

2485



