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Abstract

Steganography is a technique to hide a secret message within a different
multimedia carrier so that the secret message cannot be identified. The goals of
steganography techniques include improvements in imperceptibility, information
hiding, capacity, security, and robustness. In spite of numerous secure
methodologies that have been introduced, there are ongoing attempts to develop
these techniques to make them more secure and robust. This paper introduces a color
image steganographic method based on a secret map, namely 3-D cat. The proposed
method aims to embed data using a secure structure of chaotic steganography,
ensuring better security. Rather than using the complete image for data hiding, the
selection of the image band and pixel coordination is adopted, using the 3D map that
produces irregular outputs for embedding a secret message randomly in the least
significant bit (LSB) of the cover image. This increases the complexity encountered
by the attackers. The performance of the proposed method was evaluated and the
results reveal that the proposed method provides a high level of security through
defeating various attacks, such as statistical attacks, with no detectable distortion in
the stego-image. Comparison results ensure that the proposed method surpasses
other existing steganographic methods regarding the Mean Square Error (MSE) and
Peak Signal-to-Noise Ratio(PSNR).
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1. Introduction
Recently, the data security concern has attained significant attention, considering that millions of
users are often sending and receiving data [1]. Improvements in computer security have demonstrated
that steganography is a better technique for securing data than cryptography [2]. The output of
cryptography is twisted, meaning it can draw the attention of a third party to encrypted messages.
Whereas steganography deals with the ability of embedding data into a digital cover so that the secret
message is unable to be recognized where the output is not visible [3]. The steganography aim is to
transfer the secret message to another via concealing the secret message in a carrier object [4].
Typically, all kinds of files, like text, image, video, and audio can be used as carriers. The carrier that
has a high rate of redundancy is the more suitable media for the steganography. Since text files do not
include a large amount of redundant data, they are used rarely in steganography; also audio and video
are complicated to apply. Therefore the image is the best cover for hiding information [5].
An efficient steganography method should provide invisibility or perceptual transparency, high hiding
capacity, robustness (i.e. the capability of the method to keep the data embedded in the cover), tamper
resistance (the ability to avoid change, removal, or hiding of a different message). Although some of
these requirements are disproportionate to each other, one or two of them can be achieved by one
method. It is difficult to satisfy all these requirements in one algorithm [6].
Steganography strategy consists of several components; plaintext is the secret message needing to be
transferred to another party; cover is the media that is used as a container of the secret message; and
finally, the stego is the resultant media after hiding the secret message in the cover [7]. On the other
hand, steganalysis involves discovering the presence of steganography in addition to trying to retrieve
hidden messages from the cover text [8]. In recent decades, the evolution of chaotic theory has led to
its extensive use in secure communications. It produces some benefits, such as high security, speed
and sound computational overheads. Furthermore, steganalysis of chaotic steganographic algorithms
demonstrates extraordinary results compared to conventional algorithms [9].
The goals of steganography techniques are improvements in imperceptibility, hiding information
capacity, security, and robustness. In spite of numerous secure methodologies that have been
introduced, there is an attempt to develop these techniques to make them more secure and robust [10].
2. Related work
Many research papers are focused on the combination of chaos theory with steganography. Some of
these researches are as follows. Anees et al. in 2014 proposed a steganographic method based on a
logistic, tangent delay ellipse reflecting cavity map system (TD-ERCS) within a nonlinear chaotic
algorithm (NCA) for determining the pixel coordinate. The cover image was divided into two parts.
The sensitive data was converted into binary. The most significant bits (MSBs) and LSBs of sensitive
data were embedded into the upper and lower parts of the cover image, respectively. The results
showed that the steganographic image is similar to the cover image [11].
Tiwari in 2014 suggested a method for image steganography using chaotic maps for embedding
messages in a color image. The results illustrated that the method is highly capable of keeping the
message secret [12].
Ghebleh and Kanso in 2014 proposed a method for embedding a binary message randomly in selected
detail coefficients of the discrete wavelet transform of a cover image using a 3D chaotic cat map. The
results showed that the proposed method has good imperceptibility and high sensitivity to the secret
key [13].
Martnez-Gonzlez et al. in 2015 proposed a method for hiding text in color images. First, the data was
encrypted based on a chaotic map. Then the encrypted data was hidden in a random way in a color
image Bernoulli chaotic map. The results revealed that the proposed algorithm produced an
improvement in the peak signal to noise ratio compared with similar algorithms’ results [14].
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Krishnagopal et al. in 2015 proposed an image hiding and encryption method. First, the cover image
was encrypted using the logistic map and cat map. Then the encrypted image was embedded using a
Lorenz map that defines the location of the pixels to be secreted in the cover. The results showed that
the proposed method provides efficient security [15].
Rajendran and Doraipandian in 2017 suggested an image hiding method based on a symmetric key.
The random symmetric key was generated via the 1D logistic map that was used for selecting the pixel
coordinate for hiding the secret image. The results showed that the method has efficient security [16].
Ogras in 2019 introduced an image hiding algorithm using a least significant bit (LSB), Logistic map
and XOR operation that was used to decode the message. The results confirmed that the method
satisfied high visual quality and good security [17].
AlLabaichil et al. in 2020 introduced a method for hiding a secret message in the LSB of the cover
image using 3D Chebyshev and 3D logistic maps. The results showed that the method provides
efficient data hiding and good visual quality of the steganographic image [9].
The main contribution of this paper is to introduce a new, effective, LSB-based image steganographic
method that inserts a secret message into a cover image randomly, depending on a secure
pseudorandom sequence generated by adapting a 3D cat map which is sensitive to initial state and
controlled by the secret key.
The rest of the paper is organized as follows: The mathematical model of the 3D chaotic map is
described in section 2. The proposed steganographic method is introduced in section 3. Section 4
clarifies the assessment of the proposed method and presents a comparison with other methods.
Finally, section 5 presents the concluding explanations and future work.
3. The 3 D cat map

The cat map is a type of cut-out transformation that was introduced by Arnold [18]. The 2D Arnold
cat map form is presented in Equation 1 [18]:

! X
[;] = a[}|mod 1 1)

where

1 a
4= [b ab + 1]’
a and b are control parameters, and
x andy € [0,1).
The 3D cat map is introduced by six control parameters, namely ay,a,,a,, by, b, and b,, as in
Equation 2 [18]

x' X
[y’ =A [y] mod 1 (2)
z z
where
1+ aya,b, a, a, + axa, + axa,a;b,
A= |b; + a,by, + aya,byb, a,b,+1 aya,+aca,a,byz+ aca,b, +axa,by + a,| mod 1
Ay by by, + b, b, ayaybyby, + ayby + a,b, +1

4.  The proposed steganography method

The proposed method aims to embed data using a secure structure of chaotic steganography,
thereby ensuring better security. Rather than using the complete image for data hiding, a selection of
the image band and pixel coordination are exploited, using the 3D cat chaotic map for embedding the
sensitive message in the cover image. This increases the complexity encountered by the attackers. The
cover image is in RGB color, in which each pixel is 24 bits (i.e. 8-bit for red, 8-bit for green and 8-bit
for blue). The LSB embedding method was adopted and the data was embedded in eight bits out of 24
bits (3 significant bits form red, 3 significant bits from green and 2 significant bits from blue
components).
Suppose that I, is a color cover image with width ,w, and height, h, in which the secret message
represented by M is to be embedded. A stego-image denoted by I can be generated by function F that
takes I, and M, as presented in Equation 3.

Is = FM,I) 3

3222



Hameed et al. Iragi Journal of Science, 2021, Vol. 62, No. 9, pp: 3220-3227

In the proposed method, F is the 3D cat map with an extension that generates a random sequence for
picking the pixel location for data concealing. The domain of the 3D cat map in Equation 3 is the
interval (0, 1). However when the 3D cat map is used for selecting pixel coordinates and the
component of the cover image for data hiding, the following Equations 4, 5, and 6 are adopted. In this
way, the pixels will regulate distinctive chaotic positions and, accordingly, the secret message will be
inserted randomly.

x"" = floor(x' x w) (4)
y" = floor(y' X h) (5)
z" = floor(z' x 3) (6)

wherein the values x"' € [0,w),y"" € [0,h),andz"" € [0,2].

Algorithm 1 demonstrates the sketch of the proposed embedding of secret message in the RGB cover
image.

Algorithm 1: the proposed embedding data

Input:

o I.: cover image

o w: width of I,

o h: height of I

o M: secret message of length [

Output

o I: stego-image

1. Decompose I, of size w X h into three components R, G, and B

2. Set the secret parameters of the 3D cat map to produce secret keys x’,y’and z' using

Equation 2 with x, = 0.8465, y, = 0.6394 and z, = 0.3795

3. fori= 1tol

Convert m; to ASCII code and then to the binary representation, m,,

5. Determine the pixel coordinate (x",y"") and the component ( z"") that is used to hide m; by
calculating equation 4, 5 and 6.

6. If z = 0 then
Convert R(x",y'") to binary representation and insert 3 bits from minto the 3 LSBs of R.
Transform the binary values to decimal values and store the result in Rg(x"', y'").
elseif

7. If z/ = 1then
Convert G(x",y'") to binary representation and insert 3 bits from myinto the 3LSBs of G
Transform the binary values to decimal values and store the result in G¢(x"’, y'").
elseif

8. If z' = 2 then
Convert B(x",y") to binary representation and insert 3 bits from myinto the 2 LSBs of B.
Transform the binary values to decimal values and store the result in Bg(x"', y'").
Endif

9. Endfor

10. Combine Rq, G, and B to get the stego-image I

E

The inverse of function F should be applied as presented in Equation 7 by the receiving party to
retrieve the secret message from the stego-image. The receiving party performs the reverse steps of the
embedding process and should be acquainted with the initial values of the 3D cat map to get the secret
keys x',y"and z' for determining the pixel coordinate (x",y'") and the component (z'") that is
employed to extract the message M.
M= F(I) ()
5. RESULTS AND DISCUSSION
The proposed method was coded in MATLAB (R2014a). The experiments were conducted on a
Dell computer with Intel(R) Core (TM) i3-3217U, CPU@ 1.80GHz, a Memory of 4.00 GB RAM and
64-bit system type. The six control parameters of the 3D cat map were set experimentally as a, =
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a, = a, = land b, = b, = b, = 2 and the initial values were set as x, = 0.8465, y, = 0.6394 and
zo = 0.3795 for all the experiments. The performance of the proposed method was evaluated using
MSE, PSNR [19], entropy [20], contrast, autocorrelation, energy, and homogeneity, over three
standard images: Lena, Baboon and Peppers, of size 512 x 512.

Table- 1 quantifies the MSE and PSNR for the R, G and B components to show the quality of the
stego-image acquired by the proposed method. It can be observed from the results given in the table
that the proposed method can withstand statistical attacks and the distortion cannot be distinguished by
human eyes considering the small values of MSE and large values of PSNR.

Table- 2 reports the results for entropy, contrast, autocorrelation, energy and homogeneity for each
color component of the original image and the corresponding stego-image. It is clear from the results
that the proposed method exhibits high visual quality.

Figure- 1 depicts the distribution of pixel values of Lena and the corresponding stego-image. As
shown in the aforementioned figure, the histogram analysis does not expose any information to the
attacker because of the high statistical similarity between the histogram of Lena, Baboon and Peppers
and their stego-image. This means that the proposed method exhibits insignificant distortion of the
cover image when the secret message is embedded.

Table 1- MSE and PSNR values for each color component of the three test images

Images MSE PSNR(dB)
R G B R G B
Lena 0.0191 3.5450 2.8575 65.3118 42.6347 43.5710
Baboon | 0.0179 1.8451 7.8831 65.5961 45.4705 39.1639
Peppers | 0.0188 6.4443 4.1051 65.3886 40.0391 41.9975

Table 2-Statistical analysis for Lena, Baboon and Peppers and the corresponding stego- images

Metrics Images Original image Stego-image
R G B R G B
Entropy Lena 7.2351 | 7.5676 |6.9044 |7.2352 |7.5677 |6.9044
Baboon | 7.5791 |7.3246 |7.6381 |7.5791 |7.3245 |7.6381
Peppers | 7.2974 | 75814 |7.1045 |7.2975 |7.5815 |7.1049
Contrast Lena 0.1647 |0.2078 [0.1624 |0.1647 |0.2148 |0.1673
Baboon | 03946 [0.4913 |[0.4976 [0.3946 |0.4952 |0.5119
peppers | 01807 [ 0.2831 [0.1722 [0.1807 |0.2934 |0.1811
Autocorrelation | | ona 0.9657 [0.9631 [0.9271 |[0.9657 [0.9619 | 0.9249
Baboon | 09262 [0.8641 [0.9249 [0.09262 [0.8630 |0.9228
peppers | 0-9558 [ 0.9729 [0.0494 [0.9558 |0.9719 | 0.9468
Energy Lena 0.1680 |0.1175 [0.2192 |0.1680 |0.1173 |0.2186
Baboon | 00893 [0.0913 [0.0768 |0.0893 |0.0912 | 0.0766
peppers | 0-1577 [ 0.1265 [0.2044 |0.1577 [0.1263 |[0.2037
Homogeneity Lena 0.9282 [0.9162 [0.9263 |0.9282 [0.9156 | 0.9255
Baboon | 08388 [0.8079 [0.8062 |0.8388 |[0.8076 | 0.8054
peppers | 0-9285 [0.9118 [0.9293 |[0.9285 |0.9113 |0.9284
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Figure 1- Histogram analysis for R, G, and B components of Lena, Baboon and Peppers images and
the corresponding stego images

Comparisons were performed with the works of [6] and [9] to justify the performance of the proposed
method, as shown in Table-3. Performance comparison results clarify that the proposed method
revealed significantly improved performance in the quality of the stego-image over that reported by
[6] and [9] regarding MSE and PSNR .

Table 3- Results of the proposed method against works in [9] and [6]

MSE PSNR(dB) Averag
Averag
Method | Image e
R G B |eMSE| R G B | povr
0.007 | 0.129 | 0.738 49.44
proposed | €M | 2 ; 17 | 02018 | 695746 | 469935 | “>4* | 553385
method | Pepper | 0.005 | 0573 | 0121 | o oor | 700174 | 440258 | 4728 | 540767
s 3 5 4 72
Lena | - : _ | 02499 | - - _ | 53.8054
[6]
Pe'osper ; : - | 02503 | - - - | 532117
[9] Lena | 297 | 2918 | 1851 |5 2088 | 301357 | 30.1237 | *709 | 30.1527
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6. Conclusions

In this paper, a 3D chaotic cat map was adopted for designing an image-steganographic method.
The 3D cat map outputs were employed to determine the pixel coordinate and color component that
control the process of embedding a secret message in the cover image. It is shown that there is no
detectable distortion in the stego-image (i.e. high visual quality) and the proposed method provides a
high level of security by defeating various attacks, such as statistical attacks. Furthermore, it is
concluded that the proposed method outperforms other methods regarding visual quality and security.
Future work should include an investigation of the impact of different chaotic maps on the
steganography.
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