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Abstract

Information is an essential and valuable object in all systems. The more
information you have about your issue, the better you can conform to the world
around you. Moreover, information recognizes companies and provides influence
that helps one company be more effective than another. So, protecting this
information using better security controls and providing a high level of access to
authorized parties becomes an urgent need. As a result, many algorithms and
encryption techniques have been developed to provide a high level of protection for
system information. Therefore, this paper presents an enhancement to the Blowfish
algorithm as one of the cryptography techniques. Then it proposes an enhancement
for increasing efficiency and secrecy for this algorithm, which are the main criteria
for these modifications. In this paper, the main modification made for the Blowfish
algorithm is altering the S-box according to the principles of the block cipher
(OFB). The results were approved using hamming distance and avalanche effect.
The proposed algorithm presents advantages on several points, including reducing
the required time for the encryption and decryption processes and preventing
transmission errors from perpetuating all data. Also, we can conclude that the
modified Blowfish algorithm can be used for all text encryption systems because of
its flexibility (unlimited input text size and expanding key size).

Keywords: Multi-pass Algorithms, Blowfish, Cryptography, Block Cipher,
Encryption Algorithms
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1. Introduction

The widespread use of cryptography is a vital aspect of the information revolution.
Cryptography is concerned with data security and confidentiality [1]. Since electronic
communications on computer networks have appeared, conversations and transactions
between people must be confident. Cryptography is one solution for this problem.
Cryptography is a study that deals with encryption and decryption. Encryption converts data
(i.e., plaintext) using a key into a form that cannot be read except by the authorized person
(i.e., ciphertext). Decryption is the process of retrieving data from an authorized person. The
result of encryption is known as a cipher. There are two types of ciphers: stream and block
ciphers. In stream ciphers, the message units are bits, and a random bit generator usually
produces the key. The plaintext is encrypted on a bit-by-bit basis [2, 3]. Furthermore, ciphers
are classified into two types based on their symmetric key and asymmetric nature. In
symmetric, the same key is used for encrypting plaintext and decrypting. In asymmetric
encryption, one key is used to encrypt plaintext (i.e., the public key), and another key is used
to decrypt cipher (i.e., the private key) [4].

Many algorithms are now utilized for data encryption and decryption. Broadly, these
algorithms are classified into two categories based on the key used between the transmitter
and receiver of the information: symmetric-key Cryptography uses a single key for
encryption and decryption. Hence, it requires less computing time and reduces processing
overhead [5].

Symmetric key cryptography can be employed in block ciphers and stream ciphers. The
block cipher mode of operation works by taking the complete message as a single block. A
stream cipher works by dividing the data into single bits. The separated bits are then
randomized and used for encryption [6]. While asymmetric key cryptography necessitates the
use of two distinct keys, one private and the other public [7].

Asymmetric cryptography is more popular than the other type. Because of the following
differences between these two types [8]:
e Symmetric encryption encrypts and decrypts messages using a single key shared among
a group of users who receive messages. In contrast, asymmetric encryption encrypts and
decrypts messages using a pair of keys (public key and private key).
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e Asymmetric was introduced to tackle the conventional share key algorithms problem and
avoid the sharing problem by employing two keys.

e Symmetric key algorithms include the Data Encryption Standard (DES), the Advanced
Encryption Standard (AES), and Blowfish. Examples of asymmetric key algorithms
include RSA and DSA [9]. Many encryption algorithms, such as AES, Blowfish, RC5,
RSA, and IDEA, have been modified and are widely used to retain binary data or binary
text files [10]. This paper will present a literature review of the Blowfish algorithm and
the standard steps. Then this algorithm will be improved and applied to data to improve
its efficiency and display the results.

2. Related Work

Compared to other symmetric ciphers, AES and Blowfish provide higher throughput, as
mentioned in several papers [11, 12]. As a result, researchers published many papers on the
blowfish cipher algorithm. This section will show several of these research papers: In 2011,
Afaf proposed a new method to develop the blowfish algorithm. She implemented it by
adding a key and replacing the old XOR with a new operation (#) by using two keys in each
round of the original Blowfish algorithm. To produce the next left part, the xL (i.e., left part
of plaintext) and Pi will be used with the first key K1. The xR (right part of plaintext) and F
(xL) will be used with the second key K2 to generate the next right part. She has implanted
three keys using one-dimensional cellular automation [13].

In contrast, in 2012, Rohilla evaluated the existing ways applied to the Blowfish
algorithm for enhancement to produce a high level of performance [14]. Singh used the
Blowfish algorithm to encrypt and decrypt an image using a 64-bit secret key in 2013. The
proposed algorithm was implemented using MATLAB to improve security and performance
[15]. In the same year, Alabaichi et al. attempted to strengthen the security of the 64-bit
Blowfish algorithm by raising both block size and key length in the same year. By extending
the key size to 112 bytes rather than 56 bytes, the 128-bit Blowfish algorithm improved the
security of the standard algorithm by increasing the complexity of brute force attacks and
expanding the block size to 128 bits [16]. Also, Alabaichi et al. attempted to analyze the
security of the Blowfish algorithm proposed in [15]. This is done by analyzing the
randomness of the output and using the avalanche criteria and correlation coefficient. The
results provide an excellent nonlinear relationship between plaintext and ciphertext and a
modest avalanche effect from the second iteration [17]. F-function was modified in 2014 by
Christina and Joe. Instead of four s-boxes, they used two [18]. Also, Patel and Kamboj
developed a strategy to improve the security of the Blowfish block cipher in 2016. The
overall number of blowfish rounds is changed in the proposed method by varying the number
of blowfish rounds. The outcome of this strategy is to add extra Blowfish cipher security
against brute-force attacks by changing the key size used in the Blowfish algorithm.

Furthermore, the suggested approach reduces the blowfish cipher's execution time [19]. In
contrast, Ross and Josephraj achieved a parallel processing technique in 2017 by modifying
the Feistel F-function of Blowfish using the Runge-Kutta (RK) method. This technique
applies to most consumer electronics products that deal with information storage, data
transfer, and communication, helping to ensure data security [20].

On the other hand, Quilala et al. modified the Blowfish algorithm. The most significant
changes carried out in this modification are a 128-bit block size and a 128-bit key size.
Another significant improvement is to reduce the number of S-boxes to two rather than four
[21]. In 2019, the update continued on F-functions to improve the Blowfish algorithm. Rekha
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and Krishnamurthy proposed a method for reducing the number of rounds. Instead of 16
rounds, this strategy was employed for nine rounds. This modification was announced to save
time. A change also used dynamic substitution to provide improved security [22]. Finally, G.
Quilala and L. Quilala 2021 proposed a new scheme to improve and evaluate the encryption
operation in a modified blowfish algorithm. The revision maintained the initial framework,
procedure, and use of two S-boxes in the MBA. However, the inserted function offered two
derivation procedures to avoid symmetry. Also, they used the avalanche effect and time
efficiency to prove the efficiency of the proposed algorithm [23].

3. Theoretical Background
3.1 Text encryption

Text cryptography is an essential tool for providing security for the systems, as well as
helping us to identify objects and provide information integrity for the systems [24]. The
general structure of the text cryptography framework is shown in Figure 1.

Cipher Text

Plam | | Encrypticn Decrypton | | Plam
Text ] Algorittm [~ Algoritim | Text

I Transmitted T

Figure 1: Text cryptography [24]

Two types of cryptography can be used for any encryption system: asymmetric key
(public key) cryptography, such as RSA and ElGamal, and symmetric key (secret key)
cryptography, such as RC4, AES, DES, and Blowfish [25], as shown in Figure 2. In this
paper, the standard Blowfish algorithm is discussed, and several modifications are made to its
steps.
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Figure 2: Cryptography types [24]

3.2 Standard Blowfish Algorithm (BA)

Blowfish is a symmetric block cipher created by Bruce Schneier in 1993 as a free and fast
alternative to existing encryption techniques. Blowfish is a Feistel block cipher (which
divides the input data into fixed-length blocks during encryption and decryption) with a 64-
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bit key size, which means data is encrypted and decrypted in 64-bit chunks over many
rounds. Before proceeding to the next block, each block is fully encrypted/decrypted.
Blowfish operations were done using the shared secret key. It uses a variable-length key
ranging from 32 to 448 bits, with 128 bits being the default [7, 19, 26-28]. The structure of
this algorithm for the encryption process is shown in Figure 3.

Blowfish uses a large number of subkeys. Therefore, these keys must be precomputed
before data encryption or decryption. The essential expansion of BA begins with the P-array
and S-boxes and the utilization of many sub-keys, which require precomputation before data
encryption or decryption. Below is the explanation of how these sub-keys are calculated [14]:

1 The P-array consists of 18 32-bit subkeys:
P1, P2..., P18.
2 There are four 32-bit S-boxes with 256 entries each:
S1,0,S1, 1...,, S1,255;

3 S2,0,S2, 1..., S2,255;
4 S3,0, S3, 1..., 53,255
5 S4,0, 54, 1..., 54,255
o - )
P - 2 |
"D s v
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Figure 3: Blowfish algorithm [21]

3.3 F-function
Blowfish is a Feistel network consisting of 16 rounds. The input is a 64-bit data element,
X.
To encrypt:
Divide x into two 32-bit halves: xL, xR
Fori=1to 16:
xL =xL *Pi
xR = F(xL) * xR
Swap XL and xR
Swap xL and xR (Undo the last swap.)
xR =xR * P17
xL=xL+P18
Recombine xL and xR
Function F is as follows as shown in Figure 4:
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Divide xL into four eight-bit quarters [20]:
a, b, c,and d F(xL) =((S1, a+ S2, b mod 232) « S3, ¢) + S4, d mod 232

8 bits S-box 1 32 bm‘

8 bits S-hox 2 32 bits

<1~

8% [ opoxg [

32 bis

Bbis | Ghox 4  |o2bis

Figure 4: F-Function [19]

3.4 Block Cipher Modes of Operation

Different cryptographic mechanisms could be built by using block ciphers. Encryption

algorithms have a property that can be utilized for many other tasks. The list of some of its
uses includes:

Different encryption schemes,

Stream ciphers,

Pseudo-random number generator (PRNG),
Hash functions,

Message authentication codes (MACs), etc.

Block cipher modes can be defined as combining some simple operations with different

ways of using a block cipher for encryption. There are several modes of operation, as
illustrated in Figure 5. The deterministic and probabilistic encryption modes represent the
main groups of these modes [30].

Modes of operation

encryption ~~ encryption

II::}
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Figure 5: Modes of operation [28].

When the mapping of plaintext to a fixed ciphertext does not change, the scheme is
deterministic encryption. While the main characteristic of probabilistic encryption schemes is
using randomness to achieve a nondeterministic generation of ciphertext, these schemes can
function as both block and stream ciphers. Providing and maintaining confidentiality and
authenticity during communication is considered the main goal of all these operation modes.
However, security is provided by the cipher rather than the mode [30].

3.5 Output Feedback (OFB) mode

Since block ciphers can be used as stream ciphers, as mentioned previously in this paper,
these schemes use the block cipher as a keystream generator, as shown in Figure 6. The
initialization vector (V) is the first input to the block cipher (seed) [31].

—7L—IV /v—*_—

§4 encrypt |~— Kk K —{ encrypt LT
| I [~
5 §

kg Xy Xy ks w3 ¥o¥y _'é" wky Xy X

Figure 6: Output Feedback (OFB) mode [30]

The n-bit plaintext is XORed with the n-bit key stream generated during the encryption
operation to produce an n-bit ciphertext. The previously generated key streams for the block
cipher are fed into the generation of new ones. It is obviously because of this construction
that the scheme produces streams block-wise rather than bit-wise.

The block cipher runs as a synchronous stream cipher in the Output Feedback (OFB)
mode, which makes it very similar to standard stream ciphers. Keystream generation does

not affect either plaintext or cipher text. As presented in Egs. (1) and (2), operations are
exactly the same because using the XOR function during encryption is reversed by another
XOR function during decryption. This mode has a major advantage, represented by the
feedback mechanism that can work offline before the arrival of the data. On the other side,
since each keystream depends on all previous key streams, encryption and decryption cannot
be parallelized [31].

encryption: s1=e(1V); y1= (s1 XOR x1) si=e(si-1); yi= (si XOR xi), i=2 D
decryption: s1=e(IV); x1= (s1 XOR y1) si=e(si-1); xi= (si XOR yi), i=>2 2

4. Research Methodology

The proposed optimized blowfish algorithm is explained in this section and is depicted in
Figure 2, a block diagram showing the transmitter and receiver operations. The expanded key
is the first step to modifying Blowfish. First, it expanded to 512 bits (64 bytes). Next, a key
schedule is produced by transforming these bits into a 64-byte array. Every 4-rounds, a key
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schedule is cycled after being accessed as a 128-bit segment. During initialization, a state
vector is also generated as 128-bits, like the Blowfish s-boxes.

Before incrementing to the next segment that is used to seed the encryption function, the
dynamic update of Ambit's shift, register/key schedule with the output of the encryption
function is achieved. It is accomplished by hashing the output of the encryption function with
the current key segment. After a side-shift cycle is completed over four rounds, the segment
is hashed with the state. Then, the dissociation function transforms the previous result. The
ciphertext is produced by hashing the plaintext on the first pass (i.e., the current block of
input data) with the state (i.e., the output of the encryption function). The state is also fed
back into the key schedule. In every round, the state is hashed with each block of input. The
product of the key is simply the state, and the state doesn't affect the input data. Therefore,
transmission errors don't continue. The most important differences between the standard
blowfish algorithm and the proposed algorithm are summarized in Table 1.

Table 1: Comparison of algorithms Properties

Round

Algorithm Block Size in bits Key size in bits Numbers

Standard

Blowfish 16 based-on S-Box
Algorithm
Optimized

Blowfish 128 512 16 based-on OFB
Algorithm

In the proposed algorithm, the text input is broken into blocks of equal length (64-bit
width for each). Algorithm 1 shows the main steps of the proposed algorithm.

Algorithm1: the optimized Blowfish algorithm.
Stepl: Input the Plaintext.
Step2: Input the key seed data.
Step3: Convert the Plaintext to equivalent binary data.
Step4: Divide the binary data into blocks; each one has 128-bit.
Step5: Expand the key to 512 bits (64 bytes) accessed as 128 bits. So, the key is cycled
every 4 rounds and works in the same behaviour as in S-boxes in a standard blowfish
algorithm.

Step6: For each block, do

Generate a sub-key for the encryption function.

Result= XOR (sub-key, input block)

Get the hash value from the current sub-key to produce the cipher and feed it back into
the key schedule.

Transform the Result using the Dissociation function.

5. Results and Analysis

To ascertain the efficiency of the modified Blowfish algorithm, several tests were
conducted. As shown in Table 2, two input messages were used with different sizes of keys.
Even if we are using the same input message, when the encryption key is changed, the input
message will be affected and completely changed. To prove that the entered text was affected
by the key, the Hamming distance was calculated by comparing the differences between the
ciphertext generated before and after the key change.
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Then the Avalanche effect was measured (see Eq. (1) [31]), as shown in Table 3.

Avalanche effect — hamming distance (1)

size

On the other hand, to clearly show the superiority of the proposed algorithm and to
evaluate the proposed algorithm's efficiency, this paper considers a dataset with different-
sized files (only English data) to compare with Quilala’s proposed algorithm [22]. The
implementation results are shown in Tables 4 and 5 for encryption and decryption operations,
respectively, which present the efficiency and flexibility of the proposed method.

As shown in these tables, the waiting time of the proposed algorithm is stable and has a
significant value. It can also be noted that the encryption time is a little more than the time it
takes to decrypt the message to get the original text. However, the proposed algorithm's time
varies from low to medium, and it is still faster than the MBAl1 and MBAZ2, with an
acceptable Avalanche effect, demonstrating the efficiency of the proposed method.

Table 2: The plaintext messages and the input keys used to test the modified algorithm

Text Input Input key Encryption Decrypt
in Text ion
bits
144 208 youhavethemostsecuresystem _...0P©J6° e 123444
4 ‘A IR abcfd
abefd 240 youhavethemostsecuresystemcomp 2iA: #AY°+ypYsC
272 youhavethemostsecuresystemcomputer Mfz(imUT8%v v?.
512  theseattackshavemoredifficultsyouhavethemostsecu  ™gY " xfx ‘W]z !
resystemcomputer . )
safa 208 youhavethemostsecuresystem I78A. U+ [} safa
sami ]....1E sami
abdulj 240 youhavethemostsecuresystemcomp *©0=- abduljab
abbar BnOUFU2L,«/uA bar
272 youhavethemostsecuresystemcomputer -
V218)2%LCY }ityé[]
li-{
512  theseattackshavemoredifficultsyouhavethemostsecu b,,%oIJva;tNé%g,an
resystemcomputer AC®:¥4"

Table 3: The Avalanche effect of two plaintext messages using five keys
Input text in bits Hamming distance Avalanche effect

144
168

Table 4: The Encryption Waiting Time(milliseconds) for the proposed algorithm compared
to [22]

Input Size Encryption Time (ms)
(kB)

MBA Derivationl MBA Derivation2 Proposed Algorithm
10 81.55 49.75 15
20 139.60 84.90 16
50 321.50 196.40 62
100 625.00 379.80 141
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200 1210.90 742.20 203
500 2984.00 1831.40 453
1000 5991.85 3432.20 922

Table 5: The Decryption Waiting Time(milliseconds) for the proposed algorithm compared
to [22]

Input Size Decryption Time (ms)

(kB) Decryption Time Decryption Time (ms) Decryption Time (ms)
(ms)
10 142.55 93.15 5
20 267.95 163.35 10
50 626.45 385.95 47
100 1229.55 752.20 125
200 2412.20 1471.70 156
500 6002.50 3670.70 406
1000 12049.15 7274.45 766

5. Conclusions

The first tool that can be used to defend against intrusion in data security is cryptography.
This tool is divided into two major categories that serve security goals: symmetric and
asymmetric cryptography. The blowfish encryption algorithm is one of the most widely used
symmetric algorithms. The suggested approach increases the number of bits in both block
sizes (from 64 to 128) and key sizes (from 32-448 to 512) to increase the security level of the
Blowfish block cipher. The algorithm was also improved by dropping the S-Box and
implementing the OFB strategy in every round. The outcomes demonstrate that the suggested
method increases Blowfish security and efficiency, which are assured via multi-pass, while
the attackers cannot use superior speed. Also, by deleting any associations that might exist
between cipher blocks that are individually encrypted, OFB mode increases security like
other modes like cipher block chaining (CBC). Another benefit of OFB is that transmission
problems didn't affect the remaining data; therefore, transmission errors don't perpetuate. A
CRC checksum is also included in the proposed algorithm for validating the decryption
operation.
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