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Abstract

Digital tampering identification, which detects picture modification, is a
significant area of image analysis studies. This area has grown with time with
exceptional precision employing machine learning and deep learning-based
strategies during the last five years. Synthesis and reinforcement-based learning
techniques must now evolve to keep with the research. However, before doing any
experimentation, a scientist must first comprehend the current state of the art in that
domain. Diverse paths, associated outcomes, and analysis lay the groundwork for
successful experimentation and superior results. Before starting with experiments,
universal image forensics approaches must be thoroughly researched. As a result,
this review of various methodologies in the field was created. Unlike previous
studies that focused on picture splicing or copy-move detection, this study intends to
investigate the universal type-independent strategies required to identify image
tampering. The work provided analyses and evaluates several universal techniques
based on resampling, compression, and inconsistency-based detection. Journals and
datasets are two examples of resources beneficial to the academic community.
Finally, a future reinforcement learning model is proposed.
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1. Introduction

Digital images have largely replaced traditional photographs over the last decade. They
continue to be an important component of knowledge expansion in traditional regular
communication, such as social networks, websites, and newspapers [1]. The application of
digital photographs in the field of computer-based forensics has become increasingly visible.
While major advances in digital image processing have contributed to the invention of many
new forensic procedures, they have also simplified image tampering. As a result, image
security has become a crucial concern in all fields that employ digital images. Tampered
photos, such as images of criminals, crime scenes, biometric images, and so on, have long
been employed in forensic studies [2] [3]. A digital image can quantitatively represent any
scenario. Manipulating such photos has become an easy operation, even for non-specialists, as
a result of simpler tools available on any device, such as smartphones and tablets. Elements
are mixed in this context to generate a one-of-a-kind image that can persuade even the most
seasoned set of eyes [4].

The procedure for modifying the constituents of a photograph to achieve malevolent
purposes is known as digital image manipulation [5]. This form of digital picture adjustment
is usually referred to as tampering, manipulation, or forgery. Photo manipulation is not a new
notion; it has existed for millennia. There have been several cases of photo tampering that
have enraged the general public/administrations throughout history [6]. Photoshop, paint-
slinger and the (GNU) Image Manipulation Program seem to be just only a few samples of
photo editing software. Only a few of these are free, while others are not, but they are easily
available and fairly priced. Furthermore, photographs edited with editing tools are subjected
to some rectification processes and are so realistic that the human visual system cannot tell the
difference between a genuine and tampered image with the naked eye. This shows high
vulnerability and decreases the reliability of digital photographs. Effective and consistent
image manipulation detection techniques should be able to distinguish between authentic and
tampered photos [7].

This research topic has a considerable number of scholarly publications from all over the
world. From 2000 to 2019, a study was undertaken to determine the number of publications
per year in digital image forensics from two separate libraries, Elsevier (sciencedirect.com)
and IEEE (ieeexplore.org) as shown in Figure 1. This study investigates ways for identifying
blind/passive image modification. Digital image alteration detection systems are designed to
detect image forgeries. Digital image modification detection techniques are classified into two
types: active and passive approaches [8].
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Figure 1: The number of publications per year in digital image forensics [9]

2. Passive Image Forgery Detection Techniques

Passive methods are called blind methods, which can be classified into two groups:
dependent forgery and independent forgery, as shown in Figure 2. Passive methods or blind
forensic methods use image statistics or the content of the image to verify its genuineness. In
practical use, it is impossible to get prior knowledge for most of the cases, which makes
digital image forensics remarkably important even compared to digital watermarking or
Signatures.

Existing techniques identify various traces of tampering and detect them separately with
the localization of tampered regions. On the other hand, one disadvantage is that it requires
many prior photos to estimate the internal traces when in some cases, there is only the image
in question. These strategies are predicated on the notion that digital forgeries may leave no
visible signs of tampering, hence they require alternative picture statistics. As a result, it is
complicated [10].
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Figure 2: Categorization of passive-forgery approaches [10]

2.1 Copy Move Forgery

The first category is image tampering, which is one of the most widely used techniques to
hide or add new information in an image by copying a portion of the image and pasting one or
more copies of it on the same image. This technique is known as copy-move forgery [11], as

illustrated in Figure 3.

@

image

(b) Copy-move image
Figure 3: An example of the Copy-Move Forgery process in the digital image [12]
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2.2 Splicing Image Forgery

The second type is the splicing image forgery, which is the most aggressive type; it is done
by cutting part of an image and splicing (pasting) it on another image. When such a process is
carefully conducted, the boundaries between the splicing regions are undetectable, making
this tampering dangerous [13]. Figure 4 shows an example of splicing forgery.

Figure 4: An example of the Splicing Forgery process in the digital image [14]

3. Related Work

Several strategies have been proposed to detect various types of image manipulation and
copy transmission of fake images [15]. The primary goal of transcriptome transfer forgery
detection is to classify the same regions, but the main challenge is to identify the ones
comparable. Grayscale images extracted from color images through black-and-white
conversion can be pre-processed in the initial stage of copy-move forgery detection
algorithms or even merged more than one image into one. Where the image is processed and
then, the extracted features are represented [16]. As a result, these extracted features can be
used in template matching as well. Classified lexical sorting, adjacent pixels, other clustering
approaches, etc [17]. Between vectors of adjacent features, a type of location estimation
known as Euclidean distance is used. Finally, a specific morphological procedure is used to
identify the artificial location. Figure 5 depicts the main stages used to detect any tampering
occurring in the digital images.
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Figure 5: The main stages of image tamper detection
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These steps will be illustrated by an illustrative example, which is when a group of images
is taken from a specific database. The processing procedure is done by scaling the image or
converting the image to another domain. After that, the image is divided into interfering or
non-interfering blocks, according to the model being built. The features are extracted after
that. In Feature Selection, the unnecessary features can cause some problems to appear in the
model, for example slow model training time due to high dimensionality, poor performance
due to useless features, and a complex model overfitting problem. To avoid such issues,
selecting the best feature algorithm to be used is important. Furthermore, any feature selection
methods necessitate training several candidate models to find out such a model. Feature
selection strategies can be divided into three categories 1-Wrapper Strategies, 2- Filtering
Strategies, 3-Embedded Strategies, and features are matched to reach the required resolution
of the system. These steps are illustrated in Figure 6.

Input image — »! Resizeimage — | Block division

.
Decision Feature < Feature

D Matching Extraction

Figure 6: The steps of methods

The image tampering-related works are subdivided into subsections and will be introduced
in the following.

3.1 Splicing Image Forgery-Related Work

Zhang et al. [18] proposed a method to boost the detection efficiency of the DWT-based
technique. Initially, the block Discrete Wavelet Transform (DWT) was implemented on the
input images; the Markov features were built to describe the dependence between wavelet
coefficients across positions. Finally, Support Vector Machin (SVM) was employed to
distinguish the authentic and spliced images. Experiments indicated the detection efficiency
of the features obtained in DWT with 89% accuracy in the best combination of block size and
the number of features.

Tianyu et al. [19] introduced a new way of investigating the convergence of features to create
a model for integrating hand-crafted features with a Convolution Neural Network (CNN). To
help boost the efficiency of (CNN) origin, several hand-crafted characteristics have been
tested. Experiments revealed that this approach exceeded the CaffeNet origin on the Cifarl0
Dataset with an accuracy of 79.16%.

Jaiswal A. et al. [20] employed a mix of four handmade features Histogram Oriented
Gradient (HoG), Discrete Wavelet Transform (DWT), and Local Binary Pattern( LBP)) for
creating a feature vector of the Gray image. The logistic regression classification model was
then used to train these function vectors. To determine the best results, a 10-fold cross-
validation test estimation method was used. Logistic regression of a machine learning
classification technique was used to divide images into two classes, spliced and non-spliced
images. An accuracy of 99.5% was gained with the CASIA 11.0 dataset. This method was
implemented and resulted in wrong results with 59% accuracy.
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Habibi M and Hassanpour [21] proposed a procedure based on the color distribution of
edge pixels in the neighborhood. A method of segmentation was used to boost localization
efficiency and minimize total measurement time. The obtained experimental results using the
Columbia Picture Splicing dataset showed an accuracy of 97%.

Salloum, et al [22] developed a technique for localizing image-splicing attacks that is entirely
based on Fully Convolutional Networks (FCN). They started by testing a single-task FCN
(SFCN) that had only been trained on the surface label. Despite outperforming existing
methods, the SFCN produces coarse localization results in some cases. Thus, for multi-task
learning, they suggested using a multi-task FCN (MFCN) with two output branches. The
surface label is understood by one branch, while the edge or border of the spliced region is
understood by the other. The network was trained on the ASIA v2.0 dataset and tested on the
CASIA v1.0 Columbia Uncompressed dataset, DARPA/NIST Nimble Challenge 2016, and
Carvalho SCI datasets in trials. The SFCN and MFCN outperform existing splicing
localization techniques, with the MFCN obtaining finer localization.

V. Srivastava and S. K. Yadav [23] suggested a method that converts an RGB image to a
YCbCr image and extracts the Cb and Cr image components, which are more sensitive to
tampering artifacts. A standard deviation (STD) filter and higher-order texture descriptors
were also applied to the Cb and Cr components. The STD filter was used to highlight
important elements in an image. A support vector machine classifier was used to classify
counterfeit and manipulated pictures.

E. Tripathi et al [24] study examined the methodological issues related to the concept of
multifractal analysis, with a focus on the Differential Box-Counting method for calculating
the Intensity-Level Multi-Fractal Dimension. Furthermore, the research paper compared
various cutting-edge image splicing techniques, and discovered that using Twin Support
Vector Machine as a classifier with Intensity-Level Multi-Fractal Dimension as a Feature
extraction method achieves significantly higher efficiency than other methods.

A. Parnak et al [25], the paper presents a novel forgery detection technique. Using
traditional Benford's rule. The suggested method extracts the Mean Absolute Deviation
(MAD) characteristic. Furthermore, the broadened mantissa distribution feature vector is
subjected to Benford's law. Other statistical features, in addition to Benford's law-based
features, were employed to generate the final feature vector. Finally, to distinguish between
original and faked images, a support vector machine (SVM) with three independent kernel
functions was used.

Table 1 shows the types of splicing algorithms, advantages, and disadvantages of each
algorithm. Additionally, Figure 7 demonstrates the accuracy of percentage comparisons
obtained from the aforementioned related works.

Table 1: The types of splicing detection algorithms

Ref TTarget 0 f | Methodolog Warrants /Drawback Accuracy

ampering y

Warrants:-
Method to boost the detection efficiency of the

[18] Spliced SVM-REE DWT-based tecr.mlque. 89% accuracy

Images Drawback:-

Low achieved accuracy compared to the
methods that are published at the same time.

Spliced Warrants:- 0

[19] Images CNN Some strong edge, texture, and local 79.16% accuracy
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characteristics. Secondly, CNN's collaborative
teaching methodology makes features fuse
easier.
Drawback:-
This method was private and with deep
learning and achieved low accuracy.

[20]

Spliced
Images

(HoG LTE,
DWT, and
LBP)

Warrants:-
Logistic regression of a machine learning
classification technique was used to divide
images into two classes, spliced and non-
spliced images. An accuracy
Drawback:-
It does not give highly accurate results with all
the data sets that are used.

Accuracy of
99.5% is gained
with CASIA 11.0

dataset. This

method was
implemented and
gave wrong
results with 59%
accuracy

[21]

Spliced
Images

Interquartile
Range (IQR)

Warrants:-

Reliably distinguishing original from tampering
edges increase localization efficiency and
reduce scores on measures of time.
Drawback:-

The used dataset was a small one with no
underlying data and also a very apparent
spliced area. This high accuracy with such a
small dataset may be due to fitting problems. In
addition, the design may not ever work on
highly qualified forgery.

Accuracy of 97%
with the Columbia
dataset

[22]

Image
splicing

MFCN,
edge
probability
map,
and surface
probability

Warrants:-

The proposed methodology
performs better than current.
splicing.
Drawback:-

Uses the training set for image
assessment on new images.

0.52 Matthews
Correlation
Coefficient MCC
score

[23]

Splicing
Image

SVM

Warrants:-
Access to a high accuracy rate with different
databases
Drawback:-
The system has not been tested with the other
type of forgery, copy-move.

98.8%

[24]

Splicing
Image

SVM

Warrants:-

Focus on the Differential Box-Counting
method for calculating the Intensity-Level
Multi-Fractal Dimension
Drawback:-

The system has been tested with agray level,
not with other domains.

97.8%

[25]

Splicing
Image

SVM

Warrants:-

Presents a novel forgery detection algorithm
using combined features.
Drawback:-

Numerous databases were not used. Other
types of forgery were not detected.

98.45
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Figure 7: Accuracy measurement

3.2 Copy-Move Forgery-Related Work

Lee et al. [26] proposed a method that divided the overlapping blocks and included the a
(HOG) for each block. The overlapping block of the input image. Used segmenting each
block and was given a histogram of oriented gradients. To make similarity measurement
easier, statistical features were obtained and lowered. Finally, after post-processing,
CoMoFoD was used as a test dataset in this study. With F-score of 90%, the proposed
algorithm outperforms other methods whenever the dimensions of the hand calculation is
reduced.

Parihar and Mehtre [27] introduced an algorithm that is used to detect copy-move forgery
(CMFD). The SIFT algorithm was used to extract feature vectors. Following that, they chose
three different datasets to test the results. The first dataset consisted of four different
directories containing various types of geometrically based attacks on images. Firstly with 50
image accuracy of 65% was achieved. For the second dataset with more than 1000 images the
accuracy was 70 %, and the third dataset with 100 images was 90%.

I Bondi, et al [28] the dataset, which included 50 tampered images, contained only translation
attacks, and the accuracy with the dataset used reached about 65 percent. Second dataset: this
dataset contained over 10000 images with geometric and post-operation-based attacks. The
accuracy with the dataset used was approximately 70%. The third dataset contained various
types of atmospheric images. Only 100 translation images were chosen for testing purposes.
With the third data set, the Image Manipulation Data set, the method's accuracy reached
around 90%.

T. Uricchio et al [29] presented an algorithm for detecting and localizing tampering to expose
forgeries performed on images from various camera models. The proposed method extracts
features from image patches using a CNN to capture camera model traces using an iterative
algorithm. When using different camera models, images with different features are taken for
each model. In the training step when using CNN, the algorithm detected forged images with
an accuracy of 0.91. Detection accuracy could reach 0.81 if forgery camera models are never
used for training. Tampering localization results showed that forged regions could be detected
with an accuracy ranging from 0.90 to 0.82, based on the information or based on the
knowledge (or lack thereof) of the models of the camera used during the training stage.
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Cozzolino et al [30] developed a new algorithm for detecting blind image splicing. They
treated spliced area features as anomalies and distinguish them using an auto-encoder-based
model and discriminative labelling. The exploratory results published were promising not
only under optimal circumstances but also under less ideal conditions, when post-processing
is present. However, a comprehensive evaluation of the capacity to extract features directly
from data using a proper neural network, as well as the many degrees of freedom (DOF) in
the autoencoder structure, is necessary. The detection of forgeries is the final significant topic.
They ignored this problem because they assumed it would be working after detection.

J. A. Kumar and . R. Srivastava [31] study builds a deep-learning CNN model with multi-
scale input and multiple stages of convolutional layers. These layers are divided into two
categories: encoder and decoder. The encoder block integrates and down samples feature
maps acquired from different levels of convolutional layers. Similarly, feature maps are
concatenated and up-sampled in the resulting decoder block. Using the final feature map, a
sigmoid activation function is used to determine if pixels are fabricated or not.

Solaiyappan, S., & Wen, Y [32] paper used a structured case study to address the
identification of such attacks. They assess the ability of different machine learning algorithms
to distinguish between tampered and untampered pictures, including three standard machine
learning approaches (Support Vector Machine, Random Forest, and Decision Tree). Each pre-
trained model is fine-tuned before being used to extract features. The results of this
investigation show near-perfect accuracy in detecting tumor injections and removals.

T. Nazir et al [33] proposed a deep learning (DL)-based technique for detecting CMF
accurately. A custom Mask-RCNN model with DenseNet-41 as the basic network was
presented, capable of nominating a superior selection of image features and effectively
presenting the complex picture modification. More specifically, the DenseNet-41 model is
employed as the base network for deep key point extraction, after which the Mask-RCNN
model localizes, segments, and categorizes the manipulated area. These will be the key
research directions in the future. Table 2 shows the type of Copy-move algorithms,
advantages, and disadvantages of each algorithm. The percentage of accuracy which is
illustrated in Figure 8

Table 2: The types of algorithms to copy-move forgery detection

Ref TZ?;%‘;E?TQ Methodology Warrants /Drawback Accuracy
Warrants:-
It facilitates the measuring of
similarity by extracting and
reducing statistical information. incTr:aeseF(;Sfoosr)%%
[26] Cut/paste (HOG) Drawback:- when the size of the
It was used as a tested dataset in averaging filter was
this study. There were 200 PNG lowered
images with a resolution of 512* '
512 in total (small image
category)
Warrants:- The use of three
The method is faster than the datasets firstly with
Cut/paste referenced methods. 50 images with an
[27] SIFT Drawback:- accuracy of 65%, a
The accuracy of the algorithm second dataset with
varies with the difference in the more than 1000
data set, that is, it does not give images with
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high accuracy with all types of
data sets

accuracy of 70%.
For the third dataset
with 100 images it

was 90%

[28]

Cut/paste

CNN

Warrants:-

The proposed method uses
camera point hints using a CNN.
Drawback: -

Unable to locate localization
as well as camera model traces

The accuracy of
localization was
81%, and the
accuracy of
detection was 82%.

[29]

Cut/paste,

JPEG
double
compression
Multi-domain
CNN and RGB
features of DCT

Warrants:-

For localization, the proposed
methodology employs a CNN.
image patch classification
that have been compressed.
Drawback:-

It does not employ CNNs.
to recognize various types of
compressions.

95%

[30]

Cut/paste

Autoencoder and
landscapes with
noise

Warrants:-

The proposed methodology yields
reasonable results.
Drawback:-

It does not investigate the use of
several degrees of freedom

0.41 F-Measure

[31]

Cute/paste

CNN

Warrants:-

The performance of the proposed
model is better when compared
with another approach.
Drawback:-

The system has not been tested
with spliced images

96.7% with CMFD
99.4% with
CoMoFoD

[32]

Cute / paste

Support Vector
Machine,
Random Forest,
and Decision
Tree

Warrants: -
Reaching a high accuracy rate
Drawback:-

The system has not been tested
for various situations such as
noise

99.0%

[33]

Cute / paste

RCNN

Warrants:-

The presence of translation, scale
variations, rotation, color
changes, noise, compression, and
blurring in images.
Drawback:-

When using the algorithm with
spliced images, the system does
not reach high accuracy.

98.12%, 99.02%,
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Figure 8: Accuracy measurement

To solve the problem of tampering with images of all kinds passive or active, several
algorithms were used in the feature extraction process, as well as during the training and
testing process, and then the classification process. Where more than one algorithm can be
combined in one system to get the best results and thisis one of the important techniques that
have been used. They are artificial intelligence techniques where deep learning can be used,
such as CNN, RNN, and YOLO« with other algorithms. Or machine learning is used, for
example, SVN, DT, and RF« with other technologies.

Conclusion
Various tamper detection methods have been proposed and implemented in recent years.

Passive or blind approaches do not require any prior knowledge about the image being
scanned, providing them a substantial advantage over their competitors. In addition, no extra
equipment is needed to introduce the cipher into the image during image acquisition. Several
approaches developed recently are good at detecting tampering but insufficient at pinpointing
the forged area. They identify various faults in the currently existing techniques. To begin
with, most systems involve human analysis and so cannot be automated. The forged region's
localization is the second difficulty.

The topic of robustness to image processing operations such as JPEG compression,
blurring, and scaling follows. Because a part of the restructuring predictor may be unable to
determine which tampering method was used to alter the image, it is prudent to utilize an
exact identification technique. As a result, a forgery detection method that is capable of
detecting any type of image tampering is required. It was clarified in this review what are
passive techniques and how they can be distinguished from others, as well as the algorithms
used and the accuracy rates achieved. It has been established that various methods of
detection are not without flaws. Some of the primary issues that must be addressed are
decreasing processing time, enhancing accuracy, decreasing inaccuracy, and being adaptable
to diverse technical modifications. As a result, future research must investigate the
fundamental issues, and detect approaches that provide a dependable flexible solution.
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