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Abstract

A significant topic of contemporary cryptography research and standardization is
the development of public key crypto systems that resist attacks from quantum
computers. Protocols and applications should start investigating the use of quantum-
resistant key exchange and encryption to protect the confidentiality of current
communications against future quantum computers utilizing post-quantum
cryptography for a particular key exchange. Since they operate harder and need fewer
steps compared to conventional computers, quantum algorithms are more secure and
robust. Attackers who use quantum computers have powerful computing capabilities,
and a quantum allows for simple cryptographic system breaking. Security algorithms
that are quantum secure are resistant to attacks from conventional, as well as quantum
computers. This work has surveyed, summarized, and analysed previous research to
provide readers of this study an integrated understanding of quantum cryptography. It
also discusses quantum attacks, which could be used in place of more conventional
cryptography techniques, such as quantum key distribution, which takes advantage of
quantum mechanics' properties to ensure secure exchanges of the secret keys, and
various quantum algorithms. With quantum computation becoming a very real threat,
this should motivate more people to show an early interest in the future of

cryptography.
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1. Introduction

To choose public-key encryption algorithms, as well as key-encapsulation mechanisms
(KEM) and digital signature systems, which have resistance to quantum computing attacks, the
NIST started a standardization process in the year 2016 [1].This is a timely response to the
challenge posed by quantum computers, which are capable of breaking the public key
cryptography algorithms currently in use. Post-quantum cryptography (PQC) has attracted
much interest as a result of this standardization process, with a particular emphasis on
strengthening the security of the PQC algorithms and the effectiveness of their implementation.

Devices that are based on the quantum bits, or qubits, which are 2-state quantum systems
that could exist in any quantum superposition of 1 and 0, have been made possible using
quantum mechanics. These devices, known as quantum computers, offer the possibility for
solving some problems significantly more quickly compared to “classical” (non-quantum)
computers. All widely used public key cryptosystems were broken by the quantum algorithm,
which is efficiently in polynomial factored big numbers and computed discrete logarithms [2].
The NIST started a standardization process in the year 2016 to choose public-key encryption
algorithms as well as key-encapsulation mechanisms (KEM) and digital signature systems that
have resistance to quantum computing attacks. This is a timely response to the challenge posed
by quantum computers, which are capable of breaking the public key cryptography algorithms
currently in use [3]. Post-quantum cryptography (PQC) has attracted much interest due to this
standardization process, with a particular emphasis on strengthening the security of the PQC
algorithms and the effectiveness of their implementation [4].

A contemporary problem for both theoretical and applied cryptography is the development
of post-quantum public-key cryptographic protocols and algorithms|[5].

On the other hand, the majority of public-key cryptographic algorithms currently depend

on mathematical problems that could be solved with highly efficient quantum algorithms.
Hence, such public-key cryptography algorithms are not secure anymore. For instance, the
Grover Quantum Algorithm, suggested in 1996 by Grover, could search exhaustively and
swiftly, endangering symmetric cryptography algorithms [6], and the Shor Quantum Algorithm,
suggested in 1994 by P. W. Shor, challenges public-key cryptography algorithms.
This research primarily advances post-quantum cryptography for security, and discuss the
structural designs of the decentralized quantum in this way using numerous components [7].like
research objectives, research methodology, eligibility criteria, data sources, classification of
research articles, and the QPC algorithm. Because almost all of the problems are related to PQC
in security, the suggested solutions are checked to see if they meet the system's needs.
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2. Methodology of Research

The state-of-the-art integrated post-quantum cryptography technology used in data
transmission is thoroughly reviewed and detailed in this paper. The research questions and goals
made it possible to learn more about post-quantum technology about the secure transmission of
data.

2.1 Research Objectives

This study analysed the most recent findings about the application of post-quantum
cryptography. The following are the goals of this systematic review:
e Based on several case studies, define the classification of relevant studies.
o Determine challenges, motivations, and future work regarding post-quantum cryptography.
e Identify quantum attack types, security attacks, and explain QKD.

2.2 Data Sources

Electronic databases such as Springer, IEEE Explore, ACM, Elsevier Science Direct,
Scopus, and Web of Science Show were used for a systematic search (Figure 1). These
databases were chosen based on the substantial number of articles and conferences on cutting-
edge subjects, such as quantum cryptography.

2.3 Study Selection

It can be challenging to choose the relevant studies, especially when considering various
study fields. This phase is the most crucial and could also be the one that is most disregarded
when examining a particular subject. To exclude irrelevant and duplicate research articles, the
first stage involved screening research article abstracts and titles (32). Full-text reading of the
chosen research papers (63) was the second stage. The relevant studies are shown in the next
section.
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Papers Identified through Database search using the Query
— (Post-quantum OR "post-quantum”)AND (quantum cryptography) OR PQC
OR key distribution quantum Total = 325
IEEE Explore = 60, Springer =60, Elsevier Science direct = 36, ACM =35
= Scopus= 73, Web of Science =61
‘..r'a-
L
=
g | Duplicates = 32
3 \L > speses
—
Papers after duplicates were excluded
() Total (325-32) =293
g v
§ Titles and abstracts screened N Papers excluded because of
g Total (293-230) = 63 irrelevance
— Full-text articles that met the
Full-text papers assessed inclusion criteria (as presented in
( for eligibility table2) = 63
Against inclusion and .
Z exclusion=63 e The study must be published in an
= English  language  journal  or
o conference proceeding.
w e The focus of the research is post-
quantum  cryptography in data
— transition.
—\ 1- Review and survey papers that target.
2- Research articles (system design, mode
architecture, platform, approach,
o algorithm) related of
3 Post-quantum cryptography
£ 3- Analysis of the benefit and uses
of secure post-quantum.
N———
\ 4
Number of studies Included in the reviewer = 63

Figure 1: Block diagram of study selection

2.4 The relevant studies

e LTCI, Telecom ParisTech, 2018 [8]: In this study, a method for evaluating candidates for the
NIST post-quantum standardization project's resistance to cache-timing attacks is provided. It
runs static analysis with the sensitive variables being spread throughout the source code and
looks for patterns of leakage. It is utilized to evaluate security regarding projects that have been
submitted to NIST for post-quantum cryptography. The findings reveal that over 80% of
examined implementations have a minimum of one possible problem, and 3 submissions have
a combined total of over 1,000 flaws that have been documented. Lastly, this thorough analysis
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of the candidates' security lets the most common problems among applicants be found and
suggests ways to fix them.

e Markku-JuhaniO. Saarinen, 2020: this work presents measurements and recommendations
for the usage of the PQC algorithm in the ( 10T) and mobile systems [9]. There is evidence to
support the idea that fast structured-lattice PQC schemes are the best choice for most cloud-
connected mobile devices, even when the energy costs per bit of data transmission are quite
high.

e Fabio Borges,2020,[10]: In the second NIST Post-Quantum Standardization Process round,
three different types of cryptographic systems—isogeny crypto-systems that have been based
upon super singular elliptic curves( lattice-based ring learning with errors, and error correction
code-based encryption systems) were determined to be safe from quantum attacks. This study
provided an assessment of the security and performance of such systems. Key agreements
methods based upon those 3 post-quantum cryptographic primitives were compared in terms of
security to the problems of integer factorization and discrete logarithms.

¢ Hamid Nejatollahi, Felipe Valencia,2020: This paper proposes an approach to create energy-
efficient and flexible post-quantum cache-based accelerators for the Khyber [11]. New Hope,
Lithium, Key Consensus from the Lattice (KCL), and R. EMBLEM using programmable
hardware for the lattice-based algorithms. The findings offer recommendations for the hardware
designers, identifying optimization areas to focus on for maximizing energy minimization and
performance improvement.

e Crystal Andrea Roma, CHI-EN, 2021,[12]: The article discusses PQC's energy usage.
Depending on their suggested level of security and cryptographic functionality, the energy
measurements are divided into different categories. The most energy-efficient methods are then
further split among the findings according to the underlying process. Finally, it is used to reveal
potential areas for improvement by highlighting the most energy-intensive subroutines in a
selected number of submissions.

e Sergey E. Yunakovsky, Maxim Kit, 2021: The effects of quantum threats on PKIs, a
component of security systems used to protect production settings, was discussed in this
study[13]. Also, it examined the security concerns with the current models with an emphasis
on the conditions for a quick switch to post-quantum solutions. Even though the attacks using
guantum computing are the main focus, there are other security concerns that, while not directly
associated with the cryptographic algorithms utilized, are nonetheless crucial for the PKI's
overall security. They also propose a group of security recommendations for PKI from the
perspective of quantum computing attacks.

e Chithralekha Balamurugan, Kalpana Singh, 2021, [14]: This study provides an overview of
the various post-quantum cryptography research directions that were investigated, with a focus
on the numerous code-based cryptography research dimensions that were examined. This study
makes two key contributions to the roadmap of post-quantum computing studies by
highlighting certain unexplored possible research directions in code-based cryptographic
research from the standpoint of the codes.

e Bertrand Cambou, Michael Gowanlock, 2021[15]: Discussed the effective methods to
produce keys for lattice and code-based cryptography from physically impossible functions.
Sets of addressable positions in PUFs are chosen through handshakes between the client devices
that contain PUFs and a server. The PQC algorithms looked at in this study can also take
advantage of high-performance computing, distributed memories, and parallel computing. All
of these have the potential to lower RBC latencies even more.

o Stefan Balogh, Ondrej Gallo 2021,[16]: Reviewed existing 10T security challenges in this
article with an eye toward potential risks in the future. The study detects three key trends that
require special attention: security concerns arising from 10T integration with the cloud and
block chain, the quick evolution of cryptography brought on by quantum computing, and lastly,
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the development of Al and evolution techniques in the context of IOT security. They provide a
summary of the threats found, as well as suggesting solutions for IOT security.
e Jungmin Park, N. Nalla Ananda Kumar, and Dipayan Saha, 2022,[17]: This work discusses
PQC to create cryptographic algorithms that could withstand both conventional and quantum
attacks. The theory of cryptographic algorithms has increasingly given way to their
implementation on hardware platforms as a result of the latest advancements in the PQC field.
2.5 Eligibility Criteria

this paper focuses on post-quantum cryptography by including all of the research articles
that meet the criteria that have been presented in Table 1 and Figure 2. Those categories were
determined from a detailed study of the literature sources and surveys. After the exclusion of
duplicate research, research that failed to meet the specified criteria was excluded [32—-63].

Table 1: Criteria of Eligibility

Criterion Specified Grey Literature
. Reviews and surveys that are
relevant to the utilization of this work. D According to scientific
relusian ) Research articles (system designs, studies, PQC has significantly
architecture, scheme, framework, approach,  improved the efficiency of data
platform, model, protocol, and algorithm) transmission across networks.
that are relevant to this topic
Books, thesis, and chapters of books lﬁ?g[jgg!?g;:s'cfgbﬂe?:a
Exclusion * Unrelated articles , '

book chapters have been
excluded

* Non-English articles

3. Classification of Research Articles
The final group of research articles is categorized and discussed in this section based on the
following criteria: (1) the authors (2) the publishers (3) the year of publication. The spread of
article publications across the six websites (Science Direct, IEEE Explore, Web of Science,
Springer, Scopes, and ACM) is depicted in Figure 2 .It v=can be seen that, for the period 2018
to 2022, the number of publications is rising annually. Consequently, academics' interest in
post-quantum technologies has grown recently. In 2021, there was considerable growth in the

use of quantum applications, and more research is anticipated to be done.

O R N W B U1 O
I

m |[EEE
m springer
scopus
web of science
m science direct
uACM

Figure 2: Publication Trends
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3.1 Distribution by Author Publication

The distribution of the research articles about digital databases is shown in Figure 3. The way
most of the articles in PQC were spread out shows that Gyongyosi was the most productive
author in terms of how often they were published. Through the analysis of the researchs
published in the international publishing sites and their number regarding the subject of post
quantum cryptography, it is noted that the researcher Gyongyosi was distinguished by the
research, analysis and the many works that he prepared and implemented with regard to this
topic, and he published in the Publication Trends in comparison with other works.
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Barreto, Paulo S.L.M.
Riguidel, M. _

Sekga, Comfort numbers of Articles
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Figure 3: distribution of articles on Authors (x-number of Articles, y- names of Authors)

3.2 Distribution by Publishing Journal

According to publishers' scientific conferences and publications, the research articles were
categorized, as shown in Table 2. To help researchers focus on the journals relevant to the topic
of a specific work. Figure 4 shows the distribution of articles in various journals. Theoretical
computers have high rates of articles related to PQC.

Journal of Symbolic.
Results in Physics

IET Information Security
The Scientific World.

Journal of Computer and.

y-journals

number of Articles
Fundamental Research

Nature

Nature Communications

Security and. |

Theoretical Con _ |
x-numbers of Articles 10

D T T T Y D B A

Figure 4: distribution of articles in different journals (x-number of Articles, y- journals)
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Table 2: Categorisation of the Articles by Publishers, Journals, and Scientific Conferences

Journal numt_)er o References
Articles
Theoretical Computer Science 8 [18][19][20][21][22][23][24][25]

EPJ Quantum Technology
Advances in High Energy Physics
Security and Communication Networks
npj Quantum Information
Chinese Journal of Electronics
Procedia Computer Science
Nature Photonics
Array
Advances in Mathematical Physics
Nature
Fundamental Research
International Journal of Mathematics and Mathematical Sciences
Journal of King Saud University - Computer and Information Sciences
ISRN Mathematical Physics
The Scientific World Journal
International Journal of Distributed Sensor Networks
Wireless Communications and Mobile Computing
Mathematical Problems in Engineering
Journal of Computer and System Sciences
IET Quantum Communication
IET Information Security
Vehicular Communications
Complexity
Advances in Condensed Matter Physics
Journal of Symbolic Computation
Quantum Information Processing
Journal of Sensors

3.3 Distribution Type of PQC For Each Study by Publishers

Numerous researchers have discovered various issues with PQC and security and have
suggested workable solutions. The type of PQC that researchers use is explained in this section.
Figure 5 is a chart that shows how the Mc Eliece code is used by researchers a lot. It shows how

the research numbers are spread out by PQC type.
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Figure 5: Distribution Type of PQC for each study on Publishers.

4. Security Considerations

The new PQ algorithms open previously undiscovered attack surfaces and add new
mathematical concepts to the field of cryptography. New risks that might come with such
concepts have to be investigated [93]. They are as follows:
o  Cryptanalysis is used to assess the security of cryptographic methods when a sophisticated
attacker is capable of conducting practical and/or analytical attacks. Numerous candidates who
were submitted for the NIST challenge's first round were defeated by different cryptanalysis
techniques. Most of the time, either the scheme was completely broken and the attackers were
able to get the private key, or the attacked methods didn't have enough security to meet NIST
criteria [94] [95].
o Side-Channel Attacks SCA targets particular aspects of algorithm execution, such as time
and power usage. In this respect, PQC algorithms create new attack surfaces and must be
examined for flaws both generally and in specific hardware situations. SCAs were discovered
for all classes of PQC algorithms, and efficient defences against these attacks were put in place.
However, according to the research, the exploration on SCAs on PQC algorithms and their
countermeasures are still in their very early stages. The present countermeasures typically
involve ad-hoc designs that offer protection against some SCAs yet leave users exposed to
others, and various SCAs on PQC have not yet been assessed [96].
e Possible downgrade attacks against security protocols like TLS could force
communication parties to revert to prior iterations of the standard. Attacks of this nature can be
particularly harmful in the event of a switch from PQC to classical cryptography. There is a
need to identify the three basic situations in which the server, the client, or both are aware of
the new protocols whether they are this suggests that the side that is already utilizing a new
protocol may be about to be downgraded [97].

4.1 Quantum Attacks

This section discusses quantum attacks that could be applied to lightweight or traditional
cryptographic techniques in this area. These techniques can be used in 10T networks to make
sure that integrity, privacy, availability, authentication, and non-repudiation are all taken care
of.
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1) Side-Channel Attack: Instead of attacking the mathematical structures, the eavesdropper
attempts to take advantage of implementation or environmental flaws. An attacker's objective
IS to introduce faults into cryptosystems or algorithms. Here, an attacker attempts to track the
results of the system after purposefully introducing faults that could reveal important data. The
area of post-quantum cryptography commonly discusses this type of attack. For traditional ways
to share quantum keys, like BB84-like techniques, SCA is a very big problem [98].

2) Attack Strategies for Quantum Key Distribution: The promise of quantum cryptography
to provide a secret key that is perfectly secure is only true from a theoretical perspective.
Practically speaking, QKD protocols are never flawless, and based on assumptions that have
been made to apply security proofs to devices that are utilized in real-world implementation,
there can be trade-offs between key-rate performance and security. Other things that could
affect security and performance are how well post-processing is done, how many signals are
exchanged, and how much noise is in the signals that are exchanged [99].

4.2 Quantum Key Distribution

A cutting-edge method known as QKD uses features of quantum mechanics to ensure secure
exchanges of secret keys. Gilles Brassard and Charles Bennet, two computer scientists, believed
in the early 1980s that a cipher providing complete security for all time might have been
possible if the quantum theory had been applied to the field of cryptography. Polarized light
photons are used in the cryptosystem created by Brassard and Bennet to transmit data between
two points. It is employed to generate a secret key that Brassard and Bennett characterize as
completely secure. Brassard and Bennett's 1984 paper, called BB84, was the first to show how
these ideas could be used in a cryptographic system to solve the key distribution problem [100].

The primary benefit of quantum cryptography is that it provides a solution to the key
distribution problem. By providing a string of randomly polarized photons, a user can offer a
key. The key for encryption could then be generated using this sequence. QKD is the name of
the procedure. Following the secure receipt of the final key, it could be utilized for encrypting
messages that could be sent via traditional channels like email, phone, etc. Below is a
description of how the BB84 QKD protocol works. There are two primary stages to it [101]:
1- Quantum Channel (1-way communications)

2- Classical Channel (2-way communications). To distribute the key in the first phase, Bob and
Alice established a quantum channel. They find the final key in the second channel, also
referred to as the classical channel. Figure 6 displays this configuration.

Quantum Channel

—
FaS
First Stage

Alice Eve __ Bob

Second stage W
)

A

Classical channel

Figure 6: Quantum communication [102]

3984



Hussein et al. Iragi Journal of Science, 2024, Vol. 65, No. 7, pp: 3975-3992

This process comprises 4 major phases, which are:
1. Sifting

2. Error Estimation

3. Reconciliation

4. Privacy Amplification

4.3 Post-Quantum Cryptography Types

To resist attacks based on quantum computing and quantum computers, PQC is being
developed. ICT has already adopted several PQC techniques. Figure 7 depicts flowcharts of
several forms of PQC are the main subcategories of PQC.
e Lattice-based Cryptography
The lattice-based crypto-system represents an excellent choice for the future due to its broad
applicability, robust security, and effectiveness in thwarting attacks. Many different
cryptosystems typically employ the random key generation procedure. Lattice-based
cryptography has the average-case intractability or hard problems needed for this random key
generation technique [103].For smart 10T devices, choosing the proper parameters that are
easier is necessary for worst-case reduction to the average-case hard problem, since quick
activities demand size, which is typically smaller. Lattice-based algorithms are also like vectors
and matrices in short-order fields or rings that have small-size parameters.
e Code-based Cryptography
The Goppa code and random generator matrices utilizing that code are used in the McEliece
crypto system, which represents the first cryptosystem to be suggested in an asymmetric key
encryption technique. In comparison to lattice-based cryptography, code-based crypto-systems
are thought to be unsuitable for devices with limited resources due to their high memory
requirements, lengthy cipher texts, and huge public key sizes. The Niederreiter cryptosystem
and the McEliece cryptosystem are two different code-based cryptography techniques. The
McEliece cryptosystem and its variant, the Niederreiter cryptosystem, both offer the same level
of security.
e Multivariate Polynomial Cryptography Simple arithmetic processes are used in
multivariate polynomial cryptography schemes' security primitives and protocols. In small
finite fields, such operations include multiplication and addition. Because it is easy to use and
calculate, this could be a good way to keep security in devices with limited resources, like
sensors, RFID cards, actuators, and smart cards.
e Hash-based Signatures: several aspects of the hash-based approach that are
advantageous to the loT ecosystem are identified. Hash-based techniques make no further
cryptographic assumptions and only depend on cryptographic hash functions. As a result, it
limits the potential for cryptanalysis. This lessens the system's overall complexity. To attain the
required performance, the hash-based scheme must be flexible in the hash function it chooses
because it is intrinsically dependent on the application-specific environment. This system
protects the application against numerous attacks thanks to the collision resistance, pre-image
resistance, and second-pre-image resistance characteristics of the hash functions.
e Isogeny-based Cryptosystem: This cryptosystem depends on super singular elliptic curve
isogenies. This system could be applied to the digital signature or key exchange methods. Based
on super singular isogeny graphs, the super singular I1sogeny Diffie-Hellman Key Exchange
(SIDH) method is resistant to cryptanalytic attacks from any adversary. Small key sizes and
128-bit quantum security levels are both possible with SIDH. The characteristics of this post-
quantum cryptosystem, such as attack resistance and minimal-size cryptography
implementation, make it a practical choice for 10T networks' resource-constrained devices.
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4.4 PQC Algorithms

1) Shor’s Algorithm: The Discrete Logarithm Problem and the Prime Factorization Problem
are the two main hard problems on which the security of modern cryptosystems has been based.
Shor created two distinct quantum algorithms that can solve these difficulties. These problems
have better solutions to the classical solutions. These probabilistic algorithms were created by
Shor in polynomial time with the use of period discovery via Quantum Fourier Transformation.
The best classical method could not crack the factoring number problem in polynomial time
until Shor's algorithm could. There are two main components in the two algorithms: The
problem must first be transformed into a period-finding problem in the first portion, which is a
conventional step [104].The second component, which utilizes quantum parallelism to solve
the period-finding problem, is known as the quantum component. The period is determined
using the quantum Fourier transformation algorithm. The algorithm used by Shor is
probabilistic. It doesn't often take the initial calculation into account. The probability of
receiving a factor grows as the algorithm is run more frequently [105].

2) Grover’s Algorithm: It is a quantum search algorithm that performs O (n 1/2) searches in
an unsorted database. On traditional computers, searching through an unordered database is an
O (n) problem. Grover's algorithm is probabilistic as well and could be used multiple times to
guarantee that the search is finished. Grover iteration is used to search. To improve the
probability of discovering the element in a database, iterations can be repeated. Grover’s
algorithm could be utilized to determine the median, mean, and inverse value of a function,
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among other things. Quantum cryptanalysts could utilize such technologies to crack algorithms.
Additionally, it could be applied to find keys in a symmetric crypto system.

3) Simon’s Algorithm a quantum circuit called Simon's algorithm finds, according to the
function's property, an XOR of two input values that map to the same output to produce the
constant b. It becomes a 1-to-1 function if b contains just zeroes; otherwise, it becomes a 2-to-
1 function. Finding a collision in the classical solution takes O (2n1 + 1). The exponential
speedup is offered by the quantum algorithm. Simon's algorithm served as a model for Shor's
algorithm. If a suitable query access model is present, Simon's algorithm itself has applications
in cryptography [106].

5. Conclusions and Future Work

Studies on PQC in security are becoming more prevalent, but they still have issues that need
to be resolved. PQC is a developing subject that needs more research. The primary contribution
of this work is the thorough analysis and categorization of relevant PQC research articles. In
this study, different PQCs were reviewed systematically. Once large-scale quantum computers
are constructed, it is anticipated that the security of widely utilized public-key cryptographic
algorithms (such as RSA and elliptic-curve cryptography) may decrease. A serious threat exists
because modern society's IT infrastructure is supported by these algorithms. The security of
certain classes of new PQC algorithms, even against attackers utilizing just classical computers,
has not yet been adequately studied. PQC algorithms are predicted to continue to be secure
against attackers with ideal quantum computers. As a result, it is necessary to assess the security
of PQC algorithms against both classical and quantum computer attackers. Quantum
cryptography research was studied and summarized in this study. To provide readers with
comprehensive knowledge regarding quantum computing. Quantum computing is becoming a
real threat, which should encourage more people to start thinking about the future of
cryptography now and future work for this paper. By looking at the studies on PQC, it is
suggested that one of the algorithms be used in the future to allow for highly secret data transit
between server and client while using QKD.
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