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Abstract  

     Data generated from the internet and modern applications is extensive and rapidly 

expanding. So, all modern applications must successfully perform tasks using this 

massive data. Therefore, one of the significant factors for the success of any 

application is understanding and extracting meaningful information using digital 

analytics tools to positively impact the application's performance and deal with 

challenges that can be encountered. On the other hand, cloud computing is simply an 

environment comprising a collection of high-performance services from various 

vendors. These services can frequently access and process massive amounts of data 

faster than a traditional computer. One of these services is cloud analytics, which 

applies cloud-based analytic algorithms against data in a private or public cloud to get 

the desired outcome. This paper differentiates between several analytics 

methodologies to create highly consistent, logical, and information-rich summaries. 

This research has discussed and analyzed many studies related to this field. Therefore, 

the results of this paper can be utilized to determine the advantages of these methods, 

which will help future researchers in their research for a more organized and thorough 

analysis when dealing with such applications. In addition, this paper attempts to 

discover new directions and propose new guidelines in this evolving field. 

 

Keywords: Data Analytics, Cloud Computing, Analytics Service, Big data, Big data 

analysis, Big data Literature. 
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  الخلاصة 

البيانات الناتجة عن الإنترنت والتطبيقات الحديثة وتتوسع بسرعة كبيرة. لذلك، ومن المهم ايضاً أن  تتجمع        
هذه البيانات الضخمة. لذلك، فإن أحد العوامل المهمة  باستعمال  تؤدي التطبيقات الحديثة جميع مهماها بنجاح  

أدوات التحليل للتأثير بشكل إيجابي على    باستعماللنجاح أي تطبيق هو فهم واستخراج المعلومات ذات المغزى 
أداء التطبيق. من ناحية أخرى، الحوسبة السحابية هي ببساطة بيئة تضم مجموعة من الخدمات عالية الأداء من  

مختلفين. ويمكن لهذه الخدمات الوصول بشكل متكرر إلى البيانات الضخمة ومعالجتها بشكل أسرع    عدة مجهزين
ى هذه الخدمات هي التحليلات السحابية التي تحدد الخوارزميات التحليلية القائمة  التقليدي. إحد  الحاسوب من  
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على السحابة مقابل البيانات الموجودة في السحابة الخاصة أو العامة للحصول على النتيجة المرجوة. تميز هذه  
الورقة بين العديد من منهجيات التحليلات لإنشاء ملخصات منطقية وغنية بالمعلومات. كما ويناقش هذا البحث  

تفادة من نتائج هذه الورقة لتحديد مزايا هذه الأساليب  العديد من الدراسات المتعلقة بهذا المجال. لذلك، يمكن الاس
هذه   مثل  مع  التعامل  عند  وشمولية  تنظيماً  أكثر  تحليل  أجل  من  أبحاثهم  في  المستقبليين  الباحثين  لمساعدة 
التطبيقات. بالإضافة إلى ذلك، تحاول هذه الورقة أيضًا اكتشاف اتجاهات جديدة واقتراح إرشادات جديدة في هذا  

 ل المتطور.المجا
 

1. Introduction 

     The world's data has increased at an exponential rate. A new generation of technologies and 

architecture that facilitate fast data capture, transport, storage, and analysis for enormous 

amounts of data enables the data analysis approach. These numerous data sets are now known 

as “big data”  [1]. This term is still evolving to describe any significant volume of structured, 

semi-structured, or unstructured data that can be used to extract only relevant information. Big 

data cannot be processed using ordinary databases because the amounts of information are too 

large for one machine to handle. Big data analytics is a growing area with vast volumes of data 

to find hidden correlations, relationships, and other findings. The latest advances in computer 

technologies, techniques, and approaches created to handle massive data have made big data 

technology conceivable [2]. With the explosion of structured and unstructured data in many 

research areas such as genetics, earth science, and others, processing, managing, and analyzing 

trends utilizing standard databases have become impossible because of the variety of data types 

collected and the effort required for processing. Therefore, in 2013, Yadav and his team 

published a paper summarizing the design and methods of big data [3]. These methods describe 

numerous big data structures with several techniques and list several tools used to evaluate the 

proposed system's performance. Also, this research presents security challenges that can be 

faced when dealing with a large data set [3]. 

 

     Due to the diverse applications of Internet of Things (IoT) devices, data collection through 

networks or the Internet has become a significant part of our everyday routine [4]. An example 

of the investment in data analytics tools in the cloud environment is to integrate the Internet of 

Things with big data analytics, which allows real-time tracking of the collected data and makes 

decisions to ensure consistency and throughput. Furthermore, in the context of healthcare 

systems, it provides clinicians with real-time observation of the patient's condition, allowing 

them to choose the best possible treatment option. In addition, this integration will allow for a 

reduction in therapy latencies and healthcare costs [5]. This article delves into the 

transformative impact that data analysis services have on cloud computing, especially when 

handling vast amounts of big data. It will examine how these services can offer numerous 

advantages and pose certain challenges for businesses operating in various sectors. Also, big 

data explains how data analytics can help improve the critical functions of big data in the cloud 

environment (i.e., any cloud application dealing with massive data). Finally, this article 

provides an overview of cloud computing and big data analytics principles, challenges, and 

solutions.  

 

2. Literature Reviews 

     It is important to remember that when discussing big data, the word refers to the trend rather 

than a specific technology. As a result, more authors define big data by assigning a set of V's 

rather than attempting to define this issue. These V's are volume, velocity, variety, variability, 

veracity, visualization, value…, etc. [6-9]. The big data features are one of the primary reasons 

for the popularity of cloud computing and have led various academic and business initiatives 

to investigate its capabilities and advancements. Many tools have been provided to handle the 
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massive data provided in cloud computing environments, such as data analytics. Therefore, the 

following sections present some examples of how big data analytics are used in various 

industries: 
 

2.1 Healthcare 

     Big data is a common topic in almost all areas of research. Big data has many characteristics 

in healthcare, such as heterogeneity, incomplete information, responsiveness, duration, 

security, and copyright. These characteristics present several data storage, processing, and 

transmission challenges for further health-related research [10]. Like other organizations, 

healthcare organizations aim to organize, process, and analyze data from multiple sources. Big 

data in the medical domain is derived from hospital information resources, doctors' work, 

patient care activities, medical tests, medical imaging, magnetic resonance imaging, computer 

tomography, health histories, pharmacies, and others [11, 12]. Many research papers published 

dealt with the healthcare field depending on data analytics techniques. For example, in 2018, 

Jindal et al. published a research paper focusing on cloud computing by providing Healthcare-

as-a-Service based on the preliminary cluster construction, extraction, and analysis of vast 

amounts of data. A fuzzy rule-based classifier is constructed in the proposed system for efficient 

data classification decision-making. Membership functions are created for fuzzification and 

defuzzification operations to generate inferences from acquired data. The suggested technique 

is assessed using several measures. Findings were collected to confirm the effectiveness of the 

suggested system in a cloud computing environment in terms of several performance evaluation 

measures [13]. While in 2019, Tamam and his team sought to design and develop a graphical 

user interface-based application system that can represent the form of heart-rate waves, blood 

oxygen levels, and temperature. The measurement data generates a result that is saved in the 

database. Based on the test results, the system can show the heart-rate pattern, pulse oximetry 

in blood, temperature, and diagnosis [14]. 
 

2.2 Telecommunication and Social Media 

     The emerging sectors of the social web, user and industrial analytics, and governmental 

monitoring are where privacy-sensitive big data applications can be found [15–17]. For 

example, mobile service providers encounter various problems, including low mobile service 

demand and attrition management. Therefore, mobile service providers analyze various factors, 

including demographic data, customer preferences, household structure, and usage details, to 

model customer preferences and provide them with relevant, customized services. This is 

known as “targeted marketing,” which increases mobile service providers' revenue by 

promoting mobile service adoption and reducing defection [18]. Rehman and Al-Raqom 

designed applications in 2019 with three organizations that deployed big data systems for 

various tasks. These organizations require qualified personnel for data management, security, 

and other applications. The outcomes of this research are encouraging for businesses looking 

to implement innovative systems and technologies [19]. 
 

2.3 Insurance 

     Like other technologies, big data will continue to be a business enabler. It will provide newer 

insights (using social media, telematics, etc.) such as tracking and other emerging technologies 

to enterprises at a rapid speed where big data can be beneficial. To comprehend customers' 

needs and concerns, insurers develop new products and improve existing ones to ensure 

efficient and competitive service levels [20]. In 2020, Zheng and Guo designed a new 

application of big data technology in insurance innovation by defining the insurance challenges, 

efficiency improvement methods, and a good strategy plan for insurance companies [21]. 
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2.4 Financial Firms and Banking 

     Banks mostly use big data to improve the transparency and audibility of their organizations 

[22]. Therefore, many papers discussed big data applications and IoT in banking organizations. 

For example, Chang et al. explained the potential bank's operations that can generate massive 

data, then listed the primary usage of big data in the banking organization. Finally, several 

ethical interests and proper solutions were presented for banking systems [23]. At the same 

time, Lawler and Joseph produced a scientific paper that covers big data analytics methodology 

in the financial industry and assists educators in developing big data analytics curricula. In 

addition, to keep current with the trends of organizations that have successfully used big data 

analytics systems [24]. On the other hand, many papers were also published to design new 

applications, such as Ngai et al., who created a classification approach to study advanced 

analytics in fraudulent financial detection. In this research, they discovered a new text analysis 

system that used Naive Bayes text analysis to identify people who were likely to commit fraud 

[25]. Also, Delgosha and his team elucidated data analytics in banking. This research increases 

the grasp of the critical management difficulties of big data in a dynamic business context by 

providing further practical steps for both researchers and decision-makers by designing and 

implementing a four-round Delphi study [26]. 

 

2.5 Education 

     Every day, people use cloud computing in certain forms; the education sector is one that 

started using the cloud environment to improve its work and make it more flexible. Because 

teaching methods are evolving and schools are becoming more technology-dependent, it is 

critical to consider how to incorporate the most recent technologies into teaching and learning 

methods. As a result of sharing with cloud-based information systems, academic institutions 

can focus more on providing critical tools to students, teachers, administrators, and employees 

[27]. Beck and Mostow describe learning decomposition as a method for determining the 

comparative efficacy of different educational activities. This method is a generalization of 

learning curve analysis that employs nonlinear regression to determine how to weigh various 

practice opportunities against one another. The research findings show that one-size-fits-all 

education is 95% accurate and that the Intelligent Transportation Systems (ITS) community is 

well-positioned to research what form of instruction is best for each user [28]. Waga et al. 

propose a government-owned and maintained cloud computing framework. Any solar-powered 

computer might access the collection and can use primary connections. It is explored how cloud 

provider decisions are influenced by digital content development capacity. The impact of 

achieving goals including universal primary education, environmental protection, and illness 

prevention through research on Kenya's Vision 2030 is examined. Instructor shortages, 

classroom space constraints, and geographical disparities are all resolved [29]. 

 

2.6 Business 

      In 2011, Agrawal et al. presented baseline research covering both types of systems: those 

that enable update-intensive applications and those that support ad-hoc analytics and decision 

support. Then they suggest multiple Map-Reduce frameworks over Hadoop Distributed File 

System solutions for dealing with big data analysis challenges. Finally, this paper uses Hadoop 

to build MapReduce techniques for demand analysis and access patterns [30].  

     The three-aspect method presented by Paweoszek and Wieczorkowski provides a framework 

for understanding the different components of big data, which can be useful in assessing its 

impact and potential applications. The three key components are: 

• Technological: This aspect of big data refers to the various tools, methods, and technologies 

used to capture, store, process, and analyze large volumes of data. It includes hardware and 

software infrastructure, data storage systems, analytics tools, and other related technologies. 
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• Business: This aspect of big data focuses on its commercial applications, mainly its role in 

decision support. Businesses use big data to gain insights into customer behavior, market trends, 

and other relevant factors to make better-informed decisions. 

• Social: This aspect of big data relates to the societal impact and ethical considerations of data 

processing outcomes. It includes issues such as data privacy, security, and the potential for bias 

or discrimination in data analysis. 

 

     When using big data analytics tools, all three criteria should be considered to ensure that 

data is being used in a responsible and effective manner. This approach can help organizations 

achieve their goals while also addressing ethical and social concerns related to the use of big 

data. [31]. Jelonek discusses his thoughts on the topic of big data. This research also shows that 

big data analytics may be used to help manage a corporation. It also identifies the areas and 

activities wherein big data analytics can provide the most value to businesses [32]. In 2020, Ali 

and Farhan utilized encrypted lossless compression technology to develop a novel method for 

improving the data storage of a quick response code. This algorithm has the potential to simplify 

marketing and selling processes [33].  

There are also some drawbacks in each research sector. Some examples of these drawbacks are 

shown in Table 1. 

 

Table 1: The most important challenges in each sector in a cloud computing environment 

Reference Research Sector The challenge 

Lee et al. [5] Healthcare 

Many healthcare applications must obtain, 

maintain, and analyze data in real time. 

These applications only deal with linear 

relationships between features and only use 

baseline features. 

Rehman and Al-

Raqom[19] 
Telecommunication and Social Media 

In addition to security and privacy concerns, 

telecommunications corporations and social 

media platforms must manage and utilize 

large amounts of data. 

Zheng and Guo [21] Insurance 

Insurance Companies Face Many 

Challenges, such as (Conflicts, Data Value, 

Insufficient Interactions, Data Isolation, and 

Cross-border Competition). 

Delgosha [26] Financial Firms and Banking 

The most critical challenges for banking 

systems are (High prices for acquiring 

essential technologies, data security, and 

data integrity). 

Ercan [34] Education 

Where some services required to deliver 

most of the information technology facilities 

required by users did not exist until now, 

there are still challenges and restrictions 

with program offers, service contracts, and 

increasingly severe security threats. Finally, 

not all cloud service providers have the 

same capabilities on technical levels. 

Xue and Xin[35] Business 

When dealing with business, there are many 

challenges, such as issues for decision-

makers to consider; cloud network traffic 

will be detrimental to cloud performance, 

and there is a risk of loss of valuable data 

such as clients' data and businesses' sales 

reports. 

 

 

 

 



Abdul-Jabbar and Farhan                       Iraqi Journal of Science, 2024, Vol. 65, No. 2, pp: 1089- 1101 

 

1094 

3. Big Data Analytics Problems and Issues 

      Cloud computing has been used in many applications and has many appealing features that 

make it attractive for future IT software and systems. The National Institute of Standards and 

Technology has identified five key features of the cloud computing environment: Measurable 

services, high flexibility, resource pooling, self-service on-demand, and mobility [2] [36]. In 

addition, many features are provided when using the cloud environment, such as virtualization, 

multitenancy, configuration, stability, optimized resource consumption, scale economies, and 

scalability [37, 38]. These features can be applied to the analysis systems to simplify and 

improve process efficiency and accuracy. On the other hand, the most difficult question is: 

What if the size of stored data becomes vast, diverse, and no longer manageable? How much 

data can be handled? Is it necessary to save all data? Is it necessary to analyze all the data? How 

do you figure out which data points are the most crucial? What are the most straightforward 

and efficient ways to use most data? [39]. In addition to these critical system design questions, 

there are some additional challenges that data analytics systems must address when working 

with big data, such as [10]: 

 

3.1 Privacy and Security 

      Security is one of the most significant concerns people face throughout their lives. Internal 

and external attacks can compromise data security [40, 41]. Privacy has been extensively 

researched in recent decades. Primarily, previous research has focused on encryption, 

networking, and security. Unfortunately, because of the enormous volume of big data, 

traditional encryption solutions are challenging to use successfully in this era. Limited 

processing and storage are other constraints. In addition, the ability of mobile devices for 

encryption and decryption operations is impossible under big data requirements [42, 43]. 

 

3.2 Scalability and Storage Issues 

      The amount of data available grows dramatically. Data management systems with 

horizontal scalability have increasingly become popular to meet the challenges of gathering 

massive amounts of data. Due to the issues in big data management—volume, velocity, 

variability, validity, and value—data have become a vital commodity in enterprises, and data 

analysts battle to make optimal business decisions. Due to previously exceptional but rapidly 

expanding needs such as scalability, data intensiveness, high availability, fault tolerance, and 

the ability to handle varied data structures, large-scale data analytics has become a high-

computational concept. Parallel computing resources are necessary to meet computational and 

memory needs when these challenges grow in magnitude [44]. 

 

3.3 Processing Power 

      The scale of big data is the first thing that comes to mind when dealing with big data. 

Managing enormous and fast-expanding volumes of data has been difficult for decades. In the 

past, this problem was solved by faster processors, which followed Moore's law and provided 

us with the needed resources to deal with growing data volumes. However, there is a significant 

change; for example, data volume grows faster than computational resources, while CPU 

speeds remain constant [45]. 

 

3.4 Timeliness and Heterogeneous Data 

      One of the essential characteristics of big data is heterogeneity, which causes challenges 

with data integration and big data analytics [46]. Heterogeneity and responsiveness can be 

tolerated when there are many data points. The richness and diversity of natural language offer 

unparalleled depth and nuance, enabling us to express complex ideas and emotions with greater 

clarity and precision. Whether using metaphor, analogy, or other rhetorical devices, language 
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provides a rich palette of tools for communication and expression, allowing us to convey 

abstract concepts and subtle shades of meaning that might otherwise be difficult to express. The 

sheer variety of vocabulary and grammatical structures in natural language also enables us to 

adapt our communication to different contexts, audiences, and purposes, enhancing our ability 

to connect with others and convey our intended message with greater impact. On the other hand, 

machine analysis techniques, which are designed for homogeneous data, cannot comprehend 

nuance. As a result, data must be carefully formatted before analysis. Even after data cleaning 

and mistake correction, there will likely be some incompleteness and errors in the data. During 

data analysis, these mismatches and mistakes must be controlled. It takes much work to perform 

the data analysis process correctly [47]. 

 

3.5 Skill Requirement 

      Because big data is still a new and evolving technology, it attracts companies and college 

students with various new skills. These abilities should not be confined to technical abilities but 

must include research, analytic, interpretative, and creative abilities. Individuals must gain these 

talents, which necessitates holding training programs at institutions [39].  

 

      On the other hand, there are many technical challenges when working with data analytics. 

Some of them are listed below: [39] [19]: 

1- Out-of-context data 

      Data reduction is one of the most prevalent methods for fitting into a statistical model. It is 

crucial to keep context after data extraction because it will lose meaning and significance when 

taken out of context [48]. 

2- Fault Tolerance  

      The critical attribute of big data analytics systems is fault tolerance, which ensures 

availability, stability, and reliable quality even when there are failures. However, finding an 

efficient fault tolerance strategy in a big data system is difficult because fault tolerance must 

conform to specific efficiency and resource limits [46, 47]. 

3- Continuous Availability 

      When you rely on extensive data to feed your income and support 24/7 selection processes, 

high reliability alone is not enough. It's essential to ensure that your data is always recoverable 

in case of a failure or data loss. This requires robust backup and disaster recovery strategies, as 

well as effective data management practices. By prioritizing data recoverability, you can 

minimize the risk of disruptions to your operations and ensure that your business can continue 

to function smoothly even in the face of unexpected challenges.  The system's ability to 

simultaneously process streaming data and respond to real-time inquiries from thousands of 

users is restricted. People expect the systems they interact with to respond in real-time or near 

real-time [19]. 

4- Quality of Data 

      Finding the correct data in a flood of data is a difficult task because many sources provide 

data, including social media websites, journals, etc. Companies need help to find the correct 

data and determine how to use it effectively. As a result, it is necessary to discover the 

guidelines that will assist in identifying the correct data [50].  

 

5- Fault Detection  

      Data complexity, such as high dimensionality, fast-flowing data streams, and strong 

nonlinearity, makes fault detection applications challenging. From the standpoint of data 

modeling, excessive dimensionality may result in the well-known “curse of dimensionality,” 

causing fault detection methods to lose their accuracy. Fast-moving data streams necessitate 

algorithms that respond in real-time or near real-time when new samples arrive. Because of the 
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high nonlinearity, fault detection methods must have the appropriate expressive capacity to 

prevent overfitting or underfitting issues. The majority of known defect detection methods 

operate in low-dimensional spaces. Therefore, only a few research papers have handled the 

issues of high dimensionality and data streams. The smoothness, efficacy, robustness, and 

interpretability of existing nonlinear defect detection techniques must be improved [51]. 

 

6- Dealing with Outliers 

      Visualization, which allows graphical data representations, may explain trends and outliers 

faster than tables with numbers and text. Outliers often make up 1–5% of the data when working 

with big data. However, examining 1 to 5% of data when working with enormous amounts is 

challenging. The most common option is eliminating outliers from the data or constructing a 

separate chart for them. Outliers may not indicate the data, but they can provide previously 

unknown and possibly significant information [50]. 

 

7- Digital Divide 

      One of the most significant difficulties is gaining access to massive data. Large amounts of 

social data are available to data and social media firms. However, only some companies decide 

who has access to data and how much access they have. Few sell access rights for a high price, 

while others give researchers access to a subset of data sets. In big data, this leads to a digital 

divide. In the world of big data, there are three categories of people and organizations. First, 

people who create data include anyone using the web, mobile devices, or other technology. 

Second, the group of people who collect data is restricted, while people who can analyze data 

are in the third group. This is the most minor and protected group [48, 52]. 

 

     To deal with the above problems, many big data analytic methods were proposed to fulfill 

their organization's goals. Everyone wants to concentrate on obtaining key values and 

information from a large dataset. Therefore, the most often utilized big data analysis approaches 

are [53]: 

• Bloom Filter is a collection of hash functions that can be used to filter data. The main idea 

behind this method is that data hash values are stored in bit arrays. 

• Hashing: Data is mutated into the index and numeric values using the hashing process. 

• Index: An index is a helpful tool for lowering disk reading and writing costs while enhancing 

query insertion, deletion, and modification performance. The disadvantage of this strategy is 

the additional cost of index file storage. 

• Trial: is a variant of Hash Tree known as “Tire Tree.” 

• Parallel Computing: Parallel computing (in contrast to serial computing) uses several 

capabilities simultaneously to execute an operation. 

 

4. Discussion and Findings 

       Big data has become a general term that denotes vast volumes of complex datasets rapidly 

generated from various sources. This big data potentially has an immense hidden value that 

needs to be discovered by intelligently utilizing analytics services. Since the emergence of data 

science and advanced techniques for data manipulation, such as data mining and data analytics, 

there has been a significant increase in data manipulation. The demand for literature analyses 

that may provide a complete summary of the benefits and drawbacks of data analytics usage 

for professionals and academics has grown tremendously.  

This paper provides an overview of big data and the processes involved in big data analytics, 

the importance of cloud computing when employing data analytics, and its current applications. 

It also discusses various data processing tools and techniques. In addition, it presents many 

sectors where big data may help improve services. Finally, technological growth and limitations 



Abdul-Jabbar and Farhan                       Iraqi Journal of Science, 2024, Vol. 65, No. 2, pp: 1089- 1101 

 

1097 

for future research in improving big data analytics have been highlighted. However, this paper 

discussed many challenges and issues that must be addressed before accepting and adopting 

this new technology. 

Nevertheless, these challenges and issues will be found in various businesses that depend on 

this technology to increase the findings of their work. Therefore, various flaws should be 

analyzed to provide a particular advantage to the cloud computing platform. As presented in 

Table 2, some crucial issues were discussed that might be raised to allow businesses to consider 

these issues from the start and devise solutions. 

 

Table 2: The most important issues when using the cloud computing 

Reference The challenge Solutions’ 

Hossain [54] Scalability the ability to adjust the required 

resources to evolve user needs through 

intelligent resource management and 

effective monitoring. 

Sen [55] Data protection, confidentiality, and 

confidence 

As a result, the data should be encoded 

and managed securely and efficiently. 

Security audits and certifications must 

also be undertaken to strengthen users' 

security. 

Tafani et al. [56] Energy efficiency It is also critical to lessen the electric 

charge by utilizing microprocessors that 

consume less energy and are adaptive in 

their application. 

Xue and Xin [57] Provision, flexibility, and recovery Using redundant systems to ensure 

continuous service to all users on all 

days and at all times while avoiding net 

traffic overload 

Berisha [58] Big data volumes and quality The rapidly increasing size and 

heterogeneity of data are the essential 

issues that should be preserved and 

dealt with in cloud computing. 

     

5. Conclusion and Recommendations 

     In this research, we distinguish between several data analytic approaches according to their 

challenges in cloud computing environments that aid in the construction of internally coherent, 

simple summaries. As a result of the above mentioned in this paper, we can conclude that cloud 

analytics is still plagued by numerous issues, such as: 

• Loss of central control over the data. 

• It requires more experience to deal with each sector and manage data in the most helpful way. 

• It required diverse architectures for each sector to meet the organization's requirements. 

• Security and Privacy issues. 

• Poor data quality makes the service less reliable in making decisions. 

• Sequential data processing means delays in obtaining results, despite using cloud 

environments 

 

      This paper will also provide several solutions as suggestions to deal with the most critical 

challenges mentioned previously in this paper, as shown in Table 3. 
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Table 3: The most critical challenges and the suggested solutions 

Challenge Suggested Solution 

Data Isolation and data Conflicts Using the Blockchain's technology and hybrid Public Key 

Infrastructure depending on data analytics to remove redundant data 

and select only the most recent data. 

Security Threats (data 

confidentiality and data integrity) 

Using a hybrid system for encrypting data, such as honeypot 

encryption hybrid with hash algorithms 

Cloud network traffic Analyze traffic patterns based on machine learning and data mining 

algorithms 

Dealing with different levels of 

security 

Using Blockchain technology to provide processing authentication and 

data integrity based on associated hashing values with the Twofish 

encryption algorithm. 

Sequential Data Processing Using the Blockchain behavior in data analytics systems 

Big data Issues Using AI and data analytics techniques to preprocess data, remove 

redundant data, and select only valuable data from these data. 

       

     Also, future cloud analytics research has virtually endless possibilities for all sectors. 

Therefore, its application is tied to utilizing this service for creating unique conditions based on 

the intended purpose and outcomes required by businesses or researchers. 
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